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1.0 Scope
1.1 1Item Established

This specification establishes the performance, design, development
and test reguirement for the secure data communications system prime
item. This is a generic specification for use in establishing
reguirenents for specific functional specifications for individual
applications.

1.2 Approach

A secure communications system is achieved through the interconnection
of the elements of a commercial minicomputer system by a Security
Protection Module (SPi). The central position of the SPM is shown in
Figure 1. This document specifies the reguired oroperties of both the
SPM and the commercial units. The secure communications system shall
meet the hardware requirements stated in DoD 5200.23-M.

1.3 Conceptual Environment

While the Software concepts underlying the design of a security kernel
are beyond the scope of this document, a brief summary of some central
notions will facilitate the understanding of this document (ref.
section 2.0, 3chiller).

A process is defined to consist of a collection of resources and a
state. The state of a process includes a single execution point. A
resource is available to a process only through a descriptor.

The resources of a process are subdivided into cartitions. Each
partition defines a domain. The single execution point of the process
may be in any one domain. The domains of a process are well-ordered
based on access privilege. This domain organization is termed a ring
structure (ref. section 2.0, Schroeder and Saltzer). When operating
within a ring, the process has access to the resources of that ring
and of all rings of less privilege. The most privileged ring (ring
zero, or innermost) will normally contain the security kernel,
although the kernel may be constructed to occupy more than one ring
(e.g., zero and one). Each process operating on a system will contain
the security kernel (distributed security kernel), so that a switch to
a security kernel function will occur within a process.
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The access privilege of a process is controlled through a comparison
within the SPM of an effective ring number generated by the SPM during
address formation and pertinent access control fields contained in the
descriotor controlling access to the resource. A definition of the
access control rules is contained in sections 3.1.2.1.3.1, Memory
Descriptor, and 3.1.2.3.2, 1I/0 Descriptor. A specification of how the
descriptor controlling access is found is contained in sections
3.1.2.1.1, Address Translation, and 3.1.2.3.1, I/0 Naming Structure.



2.0 Applicable Documents

It is considered that the Secure Communications Processor will have
DOD tri-services applicability, and thus the prime governing
specification for communications with its respective latest revision
and class will be one of the following:

MIL-E-4158E Class 1,2 & 3

MIL-E-16400 Class 3 & 4

MIL-E-21200 Class 2 & 3

MIL-£-5400 Class 1

General Requirements for Ground
Electronic Equipment

General Specification for Electronic
Equipment, Ship and Shore

General Specification for Control
Systems Electronic Test Equipment

General Specification for Aircraft
Electronic Equipment

In addition, the following relatea disciplinary standards and
specifications are representative of minimal requirements:

Military Specifications

HMIL-P-9042G o Jun

MIL=M-=7733D 31 Dec

MIL-E-50878 15 Gt

MIL~C=38999C 31 Jan

MIL=-C=-86872313 21 Dec

MIL-E-8189G 2 Jul

MIL-H-46855A 2 May

69

64

Packaging, Handling, and
Transportability in system/equipment
acquisition.

leter, Time Totalizing

Bonding, Electrical and Lightning
Protection for Aerospace Systems

Connector, Electrical, Circular,
Miniature; High density quick
disconnect

Connector, Electrical Circular,
Environment resisting

Electronic Equipment, Missiles,
Boosters, Allied Vehicles

Human Engineering Requirements for
Military Systems, Eauipment and
Facilities



MIL=C=1472E 31 Dec 74

MIL-Standards

MIL-STD-188-100 15 Nov
MIL-STD-25UA e 1T
MIL-STD-454D 31 Aug
MIL-STD-461A 1 Aug

& Chg. Notice 3 1 May
MIL-STD-462 31 Jul
& Chg. Notice 1 1 May
MIL-STD-883 1 May
MIL-STD-470 21 Mar
MIL-STD-471A 27 dar

68

0b

MIL-STD-483(USAF) 31 Dec

MIL-STD-490 1l Feb
MIL-STD-756A 15 May
MIL-STD-7381B 15 Nov

Human Engineering Design Criteria for
Military Systems, Egquipment and
Facilities

Common Long Haul and Tactical
Comm. Sys. Tech. Std.

Definitions of Iteom Levels, Item
Exchangeability, Models and Related
Terms

Standard, General Requirements for
Electronic Equipment

Electromagnetic Interference
Characteristics, Requirements for
Equipment

Electromagnetic Interference
Characteristics, Measurement of

Test Methods and Procedures for
Micro-Electronics

Maintainakility Program Requirements
for Sys & Equipments

Maintainability/Verification
Demonstration/Evaluation

Configuration management practices
for systems, equipment, munitions,
and computer programming.

Military standard specification
practices.

Reliability Prediction

Reliability Tests, Exponential
Distribution

8



MIL-STD-810B 15

& Chg Notice 1 20

MIL-STD-1130 12

MIL-STD-1472A 15

MIL=-5TD=1521 1

MIL=8T0=3100.35G 15 Oct 68

MIL-Q-9858A lo

Manuals

DoD 5200.28 - &% 2

Handbooks

MIL-HDBK-21783 20
H#1L-ADBR-232{C) 14
AFSC Design yE

Handbook 1-3
NSA Documents

NACSEM 5100(C)

NACSEM 5200(S)

Jun
Oct

Nov

May

Sep

Dec

Jan

Sep

Nov

Jan

Gct

63

Environmental Test Methods

Connections, Electrical Solderless
Wrapped

Human Eng. Design Criteria for
Military

Technical Reviews and Audits for
Systems, Eguipment and Computer
Prcgrams Systems, Eguipment and
Facilities

Integrated Logistics Reguirements
Planning Guide for DoD Systems and
Equipment

Quality Program Reguirements

Techniques and procedures for
implementation, deactivation,
testing, and evaluation of secure
resource sharing ADP systems.

Reliability Stress & Failure Rate
Data for Electronic Equipment

DCS Red/Black Engineering and
Installation Guidelines (U)

Personnel Subsystems

Compromising Emanations Laboratory
Test Standard Electromaonetic (U)

Compromising Emanations Design
Handbook (U)



AF Commsec Publications

AFHAG=-5B8 (C) Mar 74
AFNAG-9A (C) 14 Apr 72
Army

DODC ADobl9066 1 Aug o4
DDC AD619667 1 Aug 64
DASA

DASA 2028

OTHER 5

AFR 300-8 3 Jan 74

~J
U

DIA-M-50-4A(C) 14 Jan

Schillet; We be Mar 795

Schroeder, M. D. Mar 72
& Saltzer, J. H.

Honeywell, AG95 Jun 72

Red and Black Engineering and
Installation Criterions

Using NACSEM Documents and TEMPEST
Emanation Limits (U)

Interference Reduction Guide for
Design Eng Vol. 1

Interference Reduction Guide for
Design Eng Vol 2

Tree Preferred Procedures

Security Reqguirements for Automatic
Data Processing Systems (ADPS)

Security of Compartmental Computer
Operations

The Design and 3pecification of a
Security Kernel for the PDP-11/45,
MTR-2934, MITRE Corporation,
Bedford, MA.

"A Hardware Architecture for
Inplementing Protection Rings",
Communications of the ACM 15(3), pp.
157~ 70, - 0

The Multics Virtual Memory

10



8.0
P
Sedis X

The f

Requirements

SPM Definition

SPM Functional OJverview

unction of an SPi is to mediate, through a descriptor structure,

all interactions between elements of a protected minicomputer. The

logic

al structure that the introduction of an SPM imposes on the

orotected minicomputer is diagrammed in Figure 2. An 5P} 1is
intimately associated (for purposes of SPM control) with each
orocessor of the system. Through its SP#, each processor may

commu

nicate with the other processors, I/0 devices, and memory. An

I/0 device communicates to memory through an 3PM. Thus, each SPt may
be thougnt of as an address translation resource for a number of

reque

sters, the reguesters being the attached processors and I/0

devices. The address translation operation is the conversion of

vir tu
struc

al addresses presented by the reguesters, via the descriotor
ture, to absolute resource addresses (using information contained

in the descriptors).

Each SPM logically contains the mechanism diagrammed in Fiqure 3. It

conta

i)

2)

3)

4)

53

ins the following functions:

the current protection state (current and effective ring) of each
reguester it services;

a pointer (Descriptor Base Root) to the set of descriptors which
describe the accessible resources for each requester;

a mechanism by which the protection state and set of resource
descriptors may be initialized for each requester: this mechanisnm
is generally under the control of the associated processor;

a mechanism by which the 3P¥M may search through the descriptor
structure to locate the prooer descriptor applying to a requested
resource;

a mechanism by which the SPM may evaluate the propriety of a
requested access based on the following information: the identity
of the requester, the access mode of the reguest, the resource
requested, the current vrotection state of the SPM for the
requester, and the requester's descriotor for the resource;

Ll




’

Figure 2. General System Structure
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6) a mechanism by which the protection state of a requester may be
changed, in a well-defined manner; and

7) a Fast Access Descriptor Store (FADS) in which the SPM may place
fast access copies of recently referenced descriptors.

The SPM shall have sufficient protected storage to remember the
protection state and descriptor set of each of the regquesters
(processors and I/0 devices) that it services. 1In Figure 3 the number
of requesters for a specific SPM is designated by n.

The 5PM shall mediate each request by a processor to:
l) reference memory; and
2) initiate an I/0 operation.

The SPHM shall mediate each request by an I/0 device to reference
memory.

Most minicomputer systems utilize a bus architecture to transmit
information between elements of the system. ‘thus, for an 5P
imnlementation for such systems, the information flows of Figure 2
will occur on one or more busses.

The above discussion assumes that each memory request, by an I/0
device, is actively mediated by the SPM. Due to performance
difficulties imposed by the bus architecture of most minicomputers,
the SPM's active mediation may cause an unacceptable performance loss
(particularly in high I/0 bandwidth applications). Thus an
alternative form of I/0 mediation is svecified in this document. This
architecture, termed premapped I/0, imposes substantially more
responsibility and complexity on the controlling system software.

. Thus its use in secure systems must be carefully considered.

Premapped 1I/0 mediation imposes a "one-time" check of the propriety of
an I/0 device's memory reguests. This checking, equivalent to the
dynamic checking discussed above, is performed at I/0O initiation time.
The virtual memory address and extent to or from which the I/0 device
is to transfer data, is transmitted to the SPM which interprets the
addresses in the descriptor structure of the requesting process.

These addresses, if valid, are then translated into absolute addresses
and transmitted to the device. The device must be guaranteed not to
modify the addresses passed to it. The SPM must guarantee that the
processor does not modify the set of descriptors used in the
translation until the completion of the I/0 overation. If an SP#4
supports premapped I/0 it shall contain a premagpped I/O checker that

shall validate and translate addresses passed to devices with respect
to the descriptors of the process initiating the I/O operation.

14



3.1.2 SP4 Interfaces

The SP¥ enforces security through mediation of all communication
between the non-secure hardware components. The interfaces are:

processor to memory
device to memory
processor to device
device to processor
processor to processor

3.1.2.1 Processor to lMemory Interface
3.1.2.1.1 Address Translation

The SPM shall mediate all processor to memory references. When the
processor makes a memory reference, the memory address oresented on
the bus 1is intercepted by the SPM and is treated as a virtual address.
The SPM translates this virtual address into a rhysical memory address
through a series of lookups in descriptor tables resident in memory.
The physical address is then presented to memory, and the appropriate
read or write access 1is made. The data going to or from memory is not
examined by the SPm.

Each memory descriptor in the descriptor tables contains, among
various control fields (see section 3.1.2.1.3.1), a pointer to an
absolute memory location (i.e., a physical memory address). There are
several tyres of descriptors, as designated by particular encodings 1in
the descriptor control fields. If the descriptor is indirect, the
descriptor's pointer is the address of another descriptor table. If
the descriptor is direct, the object described is either an area of
memory or an I/0 device. If an area of memory, the descriptor's
pointer is the address of a area (rage or segment) of data to be
referenced. This section will discuss in detail indirect descriptors
and direct memory descriptors. See 3.1.2.3.2 for a discussion of I/O
descriptors.

The virtual address vresented oy the processor can, in the general
case, be considered to consist of four fields, designated a,b,c,d, as
shown at the top of Figure 4. There are several ways in which a
virtual address can be translated into a physical address, depending
on the types of descriptors encountered. The steps below, as
illustrated in the figure, describe the procedure by which a virtual
address shall be translated for the specific case of two levels of
indirect descriptors and a third level of direct descriptor.

15
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(1) The SPM, given a virtual address, makes its first reference to
the first level descriptor table pointed to by the descriptor
base root (DBR) known to the SPM (see 3.1.2.1.3.2 for a
discussion of the DBR). It is assumed that the T field of the
DBR specifies an indirect DBR.

(2) The offset into this descriotor table is the first field of the
virtual address (a), and the descriptor at that location is
referenced.

(3) If the descriptor is an indirect descriptor, the pointer in that
descriptor is used to access a second descriptor table, and the
second part of the virtual address (o) 1s used as an offset into
this second table.

(4) If the second level descriptor is indirect, it similarly is used
to access a third descriptor table and the third part of the
virtual address (c) is used to get the third level descriptor.

(5) The third level descriptor must be a direct descriptor. 1Its
pointer is used to find the page of data, and the last part of
the virtual address (d) is an offset into the page to obtain the
actual word being referenced.

The above steps describe the address translation in the case where the
DBR is indirect and the descriptors in tne first two levels are
indirect. If either the first or second level descriptors are direct,
their respective pointers shall be used to directly access the defined
area of data, and the unused parts of the virtual address (either
fields b,c,d or c,d) shall be combined to form the offset into the
defined area.

The three-level descriptor system is the most general in that it
allows for the implementation of segments, pages, and paged descriptor
segnents. The first descriptor table can be considered to be the page
table of the descriptor segment, the second table is a page of the
descriptor segment, and the third table is the page table for the
segment. The indirect descriptors in the descriptor segment are
called segment descriptors and the direct descriptors in the page
tables are called page descriptors. The terms segment, page, and
descriptor segment will be used in this specification to refer to the
appropriate level descriotors and pages. It 1is not the intention,
however, to preclude some other use or structuring of descriptors.

The only requirement is that the address translation mechanism perform
as specified.

A process's view of memory is that of a series of segments, each
identified by a segment number (composed of fields a,b combined).

17



Within each segment there is a word offset (composed of fields c,d).
Since each segment may not be the haximum size, there will be "holes"
in the virtual address space for high values of the word offset (c,d)
for some segments. Within a segment, however, all values of the word
offset from U to the current size of the segment are usually defined.
(The "end" of a segment is the offset corresponding to the last word
of the last page of the segment as defined by the page table size
contained in the segment descriptor. An "undefined" offset in a
segment that occurs before the end of the segment is one that
corresponds to a location in that segment for which there is no page
descriptor in the page table. A "missing" page descriptor in a page
table must be marked by software using the directed trap (DT) field in
the descriptor, so that the SPM will not attempt to continue address
translation using the contents of that descriotor. Though there may
be little real use for having undefined offsets before the end of a
segment, this specification does not require all page descriptors in a
segment to point to valid memory addresses as long as the DT field is
appropriately marked.)

Depending on the system software structure, the user can in general
ignore the fact that segments and descriptor segments are paged.
Thus, the breakdown of segment number and word offset into sepearate
fields is of no concern. Only the lowest level software, i.e. the
kernel, need be aware of paging. It is of course required that the
kernel be in complete control of all descriptors.

In a multiprocessing environment, each process usually has its own
virtual address space as characterized by its descriptor segment. In
such an environment, and particularly in a communications processor
where many processes have common data bases, it 1s essential that
sharing of segments between proc:sses be supported. When a segment is
shared petween processes, there is no inherent reguirement that the
segment have the same segment number for each active process that
currently has access to the segment. Thus, the segment number portion
of a given virtual address only has meaning from within the process
using the descriptor segment to which the virtual address applies.
However, the word offset portion of the address of a particular word
in a segment is the same for every process that accesses the same word
in the segment. This means a segment's page table can be shared among
all processes currently accessing the segment. In fact, memory
management in a demand paging environment is greatly simplified if the
page descriptors (i.e., those that describe the actual physical
resource) are shared (ref. section 2.0, The Multics Virtual Memory).
The requirement for sharing of direct descriptors in different virtual
address spaces is important because it dictates the manner in which
access control is interpreted (see 3.1.2.1.2).

18



One final variation on the address interpretation shall be implemented
to allow unpaged descriptor segments. If, in a given application, it
is determined that a process's descriptor segment will be no greater
than one page, or that it is not necessary to page descriptor
segments, it 1s useful to specify that the descriptor segment is not
paged. This means that the segment descriptor must be directly
accessed by the offset specified in the combined a,b field (see Figure
5). In this case, the DBR shall point directly to the second level
descriptor table, and the combined a,b field shall be used to index
into this table. The T field in the DBR shall specify this form of
DBR interpretation (see 3.1.2.1.3.2).

The number of bits in each of the four fields of the virtual address
depends on the particular application, since page size, segment size,
and usable virtual address space are affected. For example, if the
size of the combined a,b field is small, and c¢,d is large, a process
can only access a small number of large segments. For some
applications, this may leave a large amount of unusable space at the
end of each segment, resulting in insufficient usable virtual address
space. The use of a large number of small segments, on the other
hand, may degrade system performance due to the large amount of memory
required for segment descriptors that can't be snared. Generally, the
relative sizes of the ¢ and d fields affect paging overhead and memory
management, and the segment size affects the granularity of access
control (see next section) in terms of the size of the atomic unit of
protection.

Though the field sizes cannot be exactly specified, there are certailn
restrictions in the relative field sizes that are required to simplify
interpretation. For example, the size of the a,b field should be no
larger than c,d -- otherwise it would be very difficult to access the
descriptor segment itself as a segment. The decision as to how to
divide the fields shall be justified with respect to the particular
application.

3.1.2.1.2 Access Control

In addition to performing the function of address translation, the SPi
shall verify that the process has the required access to the memory

location referenced. Access to a memory location is defined to be in
one of the three modes: read (R), write (W), or execute (E). Read
refers to a data or address constant fetch from memory, write is a
store into memory, and execute is an instruction fetch from memory.
There is a set of three ring brackets (R1l, R2, R3) that are also used
to determine the type of access allowed. The ring brackets restrict
the process to certain types of access when executing in a given
domain, or ring. Each memory descriptor snall be capable of
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containing the access permission and ring bracket information that is
to apply to the location referenced. During the address translation
phase, the access control information in the approoriate descriotor is
used to calculate the final effective access mode to the location in
memory. The effective mode is compared to the desired access mode,
and an access violation trap shall be signalled by the SPw if the
required access is not allowed by the effective mode.

Since, during any memory reference, there are up to three descriptors
that are accessed, a decision has to be made as to where to put the
access control information. The general three level descriptor
structure shown in Figure 4 requires that the access control
information be placed in the second level descriptor, i.e., the
segment descriptor. This 1s because access to a segment may not be
the same for every process currently using the segment. If the access
control information were in the direct page descriptor, all processes
using the page descriptor (which is shared) are forced to have the
same access. If the access control information were placed in a page
descriptor for tne descriptor segment, the granularity of access
control would be on the order of many segments.

There are sgpecific cases, however, such as the use of unpaged or
unshared segments, in which it is convenient to place the access
control information in direct descriptors. Thus, in order to support
full generality, the SfM shall be prepared to accept access control
information from any descriptor encountered during address
translation. The A field in the descriptor shall specify that the
access control information it contains is to ke aprlied to the nemory
reference. It is the resocnsibility of the security kernel to
properly set the access control bits in each descriptor.

3:1.2.1.2.1 Efféctive Ring (Reff)

The actual effective access to a location in memorv shall be
determined by comparing a calculated effective ring number, keff, to
the three ring brackets associated with a descriptor for that memory
reference, and then factoring in the three access permission bits.
See 3.1.2.1.3.1 for a description of tne exact algorithm used to
calculate the effective mode.

For the simple memory reference, the value of Reff used in this
determination is the current ring number (Rcur) maintained by the SPM.
vore discussion on the use of Rcur can be found in 3.1.2.l.0. 1In the
general case, however, as part of the address preparation cycle, tne
processor may make one or more memory references to fetch indirect
addresses (address constants) before operand fetch. (fhe fetch of an
address constant from memory is subject to the same access control and
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address translation as a simple read access to data.) If an address
constant is contained in a segment that can be written from a higher
ring than Rcur, as is the case when an inner ring procedure is
referencing arguments through an indirect address passed to it from an
outer ring, the ultimate location referenced by the address constant
must be subject to access control defined by the ring of the segment
in which the address constant resides, rather than Rcur. If the
address constant were only subject to Rcur restrictions, the inner
ring procedure would, in software, have to verify that the Bddress
constant pointed to a segment to which the outer ring had access. In
order to eliminate the need for software validation of arguments, the
SPM shall validate indirect references with respect to the ring of the
segment in which the address constant resides.

The SPM shall accomplish the automatic address validation by keeping
track, in terms of Reff, the maximum value of the ring number Rl in
all descriptors encountered during address preparation. The value of
Reff shall be initialized to Rcur at the beginning of each instruction
cycle and shall apply to the instruction fetch and all references
until the next instruction fetch. For each descriptor encountered
between instruction fetch and operand fetch, a new value of Reff shall
be computed as the maximum of the current Reff and Rl in the
descriptor and this new Reff shall apply to the fetch of subseguent
indirect addresses or data. It can be seen from this scheme that Keff
can only increase from its initial value of Rcur. In addition, if the
processor allows more than one level of indirection, subseguent

indirect address fetches are subject to the constantly increasing
value of Reff.

3.1.2.1.2.2 Argument Validation

One specific problem involving argument validation is solved by the
use of Reff as discussed in the previous section. On a system with
multiple levels of address indirection, the Reff mechanism properly
checks argument validity as long as the addresses in the indirection
chain are left in memory segments where they originated. On
processors that achieve the addressing effects of multiple indirection
through the software loading of successive links of an indirect chain
into internal registers, the loading of each link shall generate an
indication of the results of the keff check applied to the entire
remaining chain.

A nore general problem is that, if the argument pointer is copied from
an outer ring to the current inner ring, the automatic Reff type of
validation performed by the SPM has no effect, since now the address

constant resides in the current ring. Inner ring procedures must be
able to copy argument pointers to their own ring, and they must be
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able to indirect through these pointers without having to check, in
software, that these pointers will do no harm. Therefore the SPM
snall provide a mechanism whereby software running in a given ring can
force the validation of a reference to an arbitrary virtual address
with respect to any higher ring number. Two methods for accomplishing
this validation are proposed below, though this spvecification does not
preclude other implementations that satisfy the argument validation
requirement.

The most convenient solution to this problem from the software point
of view is to store a ring number along with the pointer at thne time
it is copied, which would be the value of Reff computed as if tne
pointer were referenced directly. On subsequent indirect references
through this copied pointer, the SPiM would use the ring number in the
pointer as another factor in computing Reff. 1In order to implement
this scheme, there must be sufficient bits in the format of the
indirect word(s) unused by the processor. Assuming software
appropriately sets these unused bits to some ring number, the SPM
could examine the bits during the indirect address fetch. WNote that
addresses presented on the bus by the processor need not contain ring
numbers in order for this scheme to work. Only indirect addresses as
they are obtained from memory need be examined. A special processor
order recognized by the SPM could be used to facilitate insertion of
the correct ring number into an address constant as it is cooied.

If there are insufficient unused bits in the indirect address to store
a ring number, the SPiM shall provide, as a minimum, a method whereby a
given indirect address fetch be subject to an initial software
specified value of Reff. For example, software could load the initial
value of Reff into some register, and two special oraers (a load and a
store) could be recognized by the SPd to verform the normal load and
store function, but with an initial value of Reff taken from this
register rather than from Rcur. This latter approach limits
programming generality because it requires the subroutine using an
address to know when an address could possibly have originated in an
outer ring. However, any aporoach allowing software to specify the
initial Reff for indirect addresses is acceptable.

3:.1.2:1.3 Deseriptors

Every resource that is allocated to a process shall be represented by
descriptors. Descriptors are constructed by the security kernel and
are structured in memory for use by the SPM. The descriptor structure
is the prime data base for the state of allocation of tne system
resources. Copies of descriptors in use in the SPM are only valid if
they reflect the memory originals. This section will scecify the
format and semantics of a memory descriptor and a Descriptor Base
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Root. 1I/0 descriptors are specifieda in section 3.1.2.3.2, I/0
Descriptors.

3.1.2.1.3.1 Memory Descriptor

The logical format of the memory descriptor recognized by the SPi is
diagrammed in Figure 6. This section specifies the information
required to be contaired in a descriptor. The intent of this section
is not to precisely specify a particular implementation. However,
every implementation shall provide, in some manner, the required
descriptor information. Each piece of required information is
identified and its purpose and semantics specified.

Descriptor type: The T field identifies the type of the
descriptor. It shall have sufficient size to identify each type
of descriptor supported by a particular SPM implementation. As a
nminimum it shall identify three types of descriptor: an indirect
descriptor that describes an array of descriptors; a direct
memory descriptor which directly describes an array of memory
locations; and a direct 1/0 device descriptor which directly
describes an I/0 device.

Cirected traps: The DT field of the descriptor provides for
software directed hardware traps. At least four values of this
field must be provided. One value describes a normal descriotor
that does not cause a trap. The three other values cause traps.
It shall be possible for the system to distinguish between page
not in memory (pvage fault), missing segment or segment not in
memory (segment fault), and decscriptor segment page fault.

Access control: Three pieces of information are defined: the A
field, the Ring Brackets, and Permissions. The A (Access) field
determines whether the access control fields of tne descriptor
are to be used to control access to all resources descrikted by
the descriptor (regardless of the number of subsequent levels of
address translation). Two values nmust be provided: if the A
field is ON then this descriptor's access control fields apply,
if OFF, either an inferior or superior descriptor must provide
the necessary access control. 1If more than one descriptor is

encountered, during address translation, with the A field ON, the
first descriptor (defining the largest resource) with the A field
ON defines the appropriate access control. Of course, at least
one descriptor with the A field on must be found.

The R1, R2, and R3 fields define the privilege rings. Each field

shall contain at least three values (Integers: 0,1,2) so that the
system supports at least three rings of access privilege. The

24



Jewiog 103d1a0S3(] AI1owol

1201

1)

ST

3ovsn

*g9 aangy,

Ml v

TOHLHOD SS3DDV

1q

25




interpre;ation of these fields is described below. It is the
responsibility of the software to ensure that R1<R2<R3.

The Read, Write, and Execute (K, E, and W) fields define allowed
modes of access to the described resource. Each field must have
two values (ON and OFF): if ON the respective mode of access is
allowed, if OFF the respective mode of access shall be denied.

The following rules specify the reguired interpretation of the
above access control information. The item Reff is the effective
ring number computed by the 5P# during effective address
formation (ref. section 3.1.2.1.2.1, Effective Ring).

l) Write permission if and only if (W = ON) and (Reff < Rl);

2) For any resource other than the resource that is the source
of the request, read permission if and only if (R = ON) and
(keff < R2) (The source of the request is defined as the
resource to which the program counter points and from whose
descriptor the access control information, for the current
access, was obtained, i.e., the descriptor whose A field was
on.);

3) For the resource that is the source of the request (e.qa.,
address and data constants embedded in procedures): Read
permission if and only if (R = ON or E = ON) and
(Reff < R2). This rule is a desirable extension of rule 2.
In an 1mplementation where software considerations do not
allow the Read (R) bit to be OFF when the Execute bit (E)
is ON, this extension may be omitted;

4) Execute permission if and only if (E = ON) and
(kK1 < Reff < R2); and

5) The use of R3 and the precise rules for entry/return to/from
a procedure resource are specified in section 3.1.2.1.6,
Cross Ring Movement. In general, Call permission if and
only if (E = ON) and (Rl < Reff < K3).

Certain sequences of ring numbers are termed brackets to denote a
range of allowed rings in which certain modes of access are
possible. The term write bracket shall apply to rings U to Rl
inclusive. The term read bracket shall apply to rings 0 to R2
inclusive. The term execute bracket shall apply to rings Rl to

R2 inclusive. The term call bracket shall apply to rings Rl to
R3 inclusive.
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Usage: The U, M, and C fields record and limit the usage of the
described resource. The U field has two values (ON and OFF): if OFF
and the resource is successfully accessed (in any mode: read, write,
or execute) the SPIil shall update the value to ON. The M field has two
values (ON and OFF): if OFF and the resource is successfully accessed
in write mode the SP{ shall update the value to ON. The C field
controls the entry of elements of the described resource into a data
cache (if such a cache is supported by the system). It has two values
(ON and OFF): if ON the described resource may enter the cache, if OFF
the resource shall not be placed in cache storage. This field is
specified to ensure consistent copies of shared read/write resources
in multiprocessor systems (for example, resdurces composed of
descriptors). This field need not be included if the cache technology
used in a particular system ensures the consistency of the resource
with the cache copy in a multiorocessor environment.

Location: The PA field supplies the physical address of the base (in
memory) of the resource described. The PA field shall have sufficient
size to address all physical memory that the system may supgort. The
PA field shall have sufficient precision to address memory resources
(particularly small arrays of descriptors) without waste of physical
address space. The choice of the size of the PA field shall be
justified in each implementation.

Limit: The L field defines the size of the defined resource. An
access request having an offset greater than the value of the L field
of any descriptor encountered during address formation shall cause the
SPM to generate a trap. The L field shall have sufficient size to
specify the maximum size of a resource as determined by its offset
(ref. section 3.1.2.1.1, Address Translation). The L field shall have
sufficient precision to specify resource sizes that do not waste
physical memory. The choice of the size of the L field shall bte
justified in each implementation.

Call limiter: The CL field defines the number of entry points within
the described resource for use by the call order (ref. section
3.1.2.1.0, Cross Ring Movements). The CL field defines the maximum
offset, within the resource, that may be addressed using a call order.
A call order addressing an element within the resource with an offset
greater than the CL field snall cause the 321 tc cgenerate & trao. The
size of the CL field shall pe large enough to define sufficient entry
points to minimize software interpretation of cross ring transfers
(call orders). It is suggested that the CL field allow for at least
04 entry points.

In some implementations software considerations or hardware properties

may make it desirable to include some other form of the call limiting
function. The call limiting function snall always be implemented, and
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any departure from the inclusion of a call delimiter field in a
descriptor must be justified.

Concurrent access: The IOCT field of direct memory descriptors shall
be incremented by the SPM at each initiation of an I/0 operation
in/out of the described resource. This field is intended to be used
by system software to determine the existence of I/0 operations in
progress within a resource. This information shall then be used, by
system software, to keep the resource in memory until all outstanding
I/0 has completed.

If the reguested mode of access, for a resource, is not pernitted by
the access control information, the SPM shall generate a travo.

The interpretation of descriptor fields is dependent on the descriptor
level (ref. section 3.1.2.1.1, Address Translation). The T, DT, C,
PA, and L fields are applicable for each level of descriptor. The
IOCT, U, and M fields are referenced and updated only for direct
descriptors. The access control fields Rl, R2, R3, R, E, and W are
only applicable for a descriptor which has the A field OW.

3.1.2.1.3.2 Descriptor Base Root

A special form of descriptor is recognized by the SPM. This
descriptor is called the Descriptor Base Roct, (DBR) and is diagrammed
in Figure 7. It 1is used by the SPM to establish the set of
descriptors for a process. The DBR is a construct similar in format
to a memory descriptor. It describes where (in pnysical memory) and
how to find the descriotors defining the resources accessible to the
currently executing process. The DBR shall describe both the set of
I/0 device descriptors and memory descriptors accessible to a process.
There are two alternative methods by which the I/0 and memory
descriptors may be structured. The first structure defines distinct
name spaces for I/0 devices and memory both rooted in a process's DBR.
A name designated as an I/0 device name will be interpreted in the I/0
device descriptor name space; a name designated as a memory address
will be interpreted in the memory descriptor name sgace. This
structure requires the DBR to have two components: the first describes
the set of memory descriptors, the second describes the set of I/O
device descriptors. The second structure interprets both I/O device
names and memory addresses in the same name space of descriptors. The
DBR for this alternative has only one component describing all
descriptors for both I/0 devices and memory. If the sizes of the
virtual memory space and the virtual device space (generated by the
processor) are different, the SPM shall manipulate the smaller virtual
address so that both memory and device direct descriptors may be
conveniently accessed. The interpretation of each component of the
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DBR by the SPi shall be:

Location: The PA field provides the physical memory address of
the tree of descriptors describing the resources of a process.

It shall have sufficient size to address all of physical memory
so that descriptors may be placed anywhere in physical memory.

It shall have sufficient precision to address the smallest
resource (a single descriptor) without waste of physical memory.
The choice of the size of the PA. field shall be justified in each
implementation.

Limit: The L field defines the size of the described resource.

It shall have sufficient size to accomodate the maximum number of
descriptors, determined by the chosen $ize and interpretation of
the virtual address (ref. section 3.1.2.1.1, Address
Translation). It shall have sufficient precision to accomodate
the minimum number of descriptors (one) without waste of physical
memory space. The choice of the size of the L field shall be
justified in each implementation.

Type: The T field defines the type of tne CBR. It has at least
two values: direct and indirect. A direct DBK type indicates
that the DBR describes an array of segment descriptors (ref.
3.1.2.1.1, address Translation). Note that either segment or
page descriptors may directly describe a resource. The resource
described may either be memory (via a direct descriptor) or an
I/0 device (via a device descriptor; ref. 3.1.2.3.2, I1I/0
Descriptors).

If the distinct I/O device and memory descriptor structure is
inmplemented, the DBR shall contain two components, each with the above
format: one component describing the set of I/O device descriptors,
the other describing the set of memory descriptors. An indirect DBR
type indicates that the DBR describes an array of descriptors, each of
which describes an array of segment descriptors.

3.1.2.1.4 Descriptor Structure Dynamics

The processor shall include a dispatch function. The dispatch
function shall cause a DBR, for the process being dispatched, to be
loaded into the SPM. The SPM shall use the information in the loaded
DBR to locate descriptors for resources accessed by the process (ref.
section 3.1.2.1.1, Address Translation, and section 3.1.2.3.1, I/0
Naming Structure). As descriptors are referenced by the SPM, they
shall be retained in a fast access descriptor store for possible reuse
in subsequent accesses, by the process, to the resource. It shall be
a software responsibility to ensure that changes made to the
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descriptor structure in memory are reflected in the fast access
copies. The SP: shall provide a function to the processor by which
outdated copies of descriptors may be cleared from the fast access
store under kernel software control. It shall be a hardware
responsibility to ensure that any changes made, by the SPM, to fast
access copies of descriptors are promptly and unambiquously reflected
into the memory originals.

3.1.2.1.5 Fast Access Descriptor Store (FADS)

The SPs« snall have a fast access store to retain recently used
descriptors in order to meet and exceed the performance constraints of
section 3.2.1.1, Relative Performance. This specification does not
constrain tne specific organization and technology used in an
implementation of 2 fast access descriotor store. However, every
implementation shall have the following properties:

1) descriptors in the FADS shall have copies of the access control
information contained in the descriptor that controls access to
the resource described ty the FADS retained descriptor (e.g., a
page descriptor in the FADS must contain a copy of the access
control information obtained from its immediately superior
segment descriptor)

2) a Clear Fast Access Store ({(CfAS) function shall be provided which
will clear the FADS of descriptors; and

3) changes made to the descriptors in the FADS by tne SPH
(oarticularly to the U, M, and IOCT fields) shall be promptly and
unambigquously reflected into the memory originals.

3.1.2.1.6 Cross Ring Movements

The SPHM shall maintain a current ring number (Rcur) at which the
processor is running. This ring nuaber is used in the calculation of
the effective ring number (Reff) associated with a particular
reference to memory that is compared to the ring brackets (kl, R2, and
K3) of the referenced segment. Ring changes are initiated at the
request of a process using the call and return instructions, or
automatically by a trap or interrupt. This section discusses the
call, return, and trap requirements. Interrupts are discussed in
BuladBals
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3.1.2.1.6.1 Call and Return

Two processor orders that shall be recognized by the SP¥ are the call
and return orders. The call order is very similar to a transfer
except that the the SPM can change the current ring number to a lower
value. The return is also a transfer with a possible increase in the
current ring number. Calls are normally used to transfer to inner
ring procedures to accomplish more privileged operations than those
allowed at the current ring, and returns are used to return from an
inner ring procedure back to the outer ring from which the call
originated.

Access checking on the operand of the call instruction is somewhat
different from that of other instructions. The operand of a normal
transfer instruction need not be accessed until the next instruction
fetch cycle, and thus access to the operand may not be reguired or
checked until the program counter is loaded with the new wvirtual
address generated by the transfer instruction. Since the call
instruction can change Rcur to a lower nunmber and thus put the
processor in a more privileged state, the SPM must guarantee that
entry into the inner ring is tightly and completely controlled by that
inner ring. This means that the SPi{ must check that calls can only ke
made to specific locations within specific procedures belonging to the
inner ring.

The mechanism that accomplishes this control shall cerform as follows.
An inner ring procecdure that is callable from an outer ring is defined
as a "gate" by specifying in the ring prackets of the descrictor for
the procedure segment a value of R3 that is different from RZ2.
Normally, transfers to a segment cannot be made from rings above R2.
However, a call instruction is allowed to a procedure if the call is
made from a ring less than or egual to k3. If such a call 1s made,
the new value of Rcur becomes K2, and execution continues. The value
of Reff after address preparation for the call instruction is used in
the comparison with R2 and R3. The tests made in the call are as
follows:

Reff > R3 . entry denied, trap (outside call
bracket)

R2 < Reff < R3 entry allowed, R2 becomes Rcur

Rl < Reff < k2 entry allowed, Rcur unchanged

Reff < R1 entry denied, trap (outside call
bracket)
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The checks on call shall not preclude using the call instruction to
transfer to a procedure from within its execute bracket. Nor shall it
be required that a segment be a2 gate (i.e., R2 < R3) in order to be
called from within its execute bracket. Thus, the call bracket is
defined as K1 to R3, with R2 being the new ring of execution if the
segment is a gate and the call is from outside R2.

It is not sufficient to simply specify which segments are gates.
There must also be a mechanism for specifying which locations in the
gate segment are valid entry points. As noted in the description of
the call limiter field (3.1.2.1.3.1), this function can be achieved
through the use of the call limiter field or through eguivalent
functionality justified for a particular implenentation. If the call
limiter field is used, the call limiter specifies the maximum offset
within the segment to which a call can transfer. Thus, if a segment
is a gate, a certain number of locations at the beginning of the
segment must be reserved for entry points, and the called procedure
must be prepared to accept entry at any of these locations. The SPA4,
during the access check discussed above, shall verify that the offset
of the virtual address is no greater than the call limiter field
before changing the ring of execution.

In the general case the list of entry points in a gate segment would
consist of a transfer vector -- a series of transfer instructions that
transfer to various locations in the segment beyond the gate boundary
or within other segments in the new ring that are not gates. Since
transfer to other segments requires a sequence of several instructions
to form a virtual address containing another segment's segment number,
it is more useful, though not necessary, to specify that the transfer
instruction at the gate is a transfer to a relative location within
the same segment as the gate, but beyond the call limiter. note if
such transfer instructions occupy more than one word of memory, such
as even-odd pairs, the SPtl must only permit calls to transfer to
even-numbered words. The SPM must know the number of words occudied
by transfer instruction in a gaté. This number can be a system
convention that is fixed in hardware.

In addition to the gate and access checks, the SPM shall make the
caller's program counter and ring number (Rcur) available to the
called procedure. The called procedure must know the caller's ring
number so that access to arguments not already controlled by the
argument validation mechanism can be verified by software. The 3P
shall also make available the current ring number so that the called
procedure knows what i1ts own access rights are. This is important
because a procedure may have been entered from a ring within the
exXxecute bracket, and therefore is not necessarily executing at K2.
Such multi-ring procedures that perform software argument validation
must be able to compare the current ring with the ring of the caller.
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In conjunction with being able to obtain the current ring number, the
SPM shall provide a mechanism whereby a multi-ring gate procedure
(defined as R1 < R2 < R3) can obtain, upon entry via a call from an
outer ring, the address of the stack segment for the current ring
without having to first write into memory. This is a requirement
because a multi-ring process must have a separate stack segment for
each ring, and a gate procedure, upon entry, cannot rely on any
information as to the location of the stack segment that may have been
passed to it by the caller. In the simplest case the stack segment
number is keyed by convention to the current ring number, thereby
simply requiring that the ring number be used to index into a table of
oreset stack oointers. Note that this requirement only applies to
multi-ring gates when called from an outer ring. Procedures that are
not gates, or gates entered from within the execute bracket, always
execute in the ring of the caller and can thus believe the value of
the stack address stored in some register by the caller. Only when
the caller is from an outer ring must the stack zaddress be
independently calculated by the called procedure.

Another transfer instruction that shall be recognized by the SPM 1is
the return instruction. The only requirements for return are that the
returning procedure be able to specify the ring to which to return and
that returns to inner rings be prohibited. Otherwise the return
operates just like the transfer. Assume that Rto is the ring to which
the procedure desires to return:

Reff < Rto Rto becomes Rcur

Reff > Kto return denied, trap (inward return)

JelivrZinleibe 2 ‘Trap and Trap: ReEucn

Traps are software initiated events (either intentional or ,
unintentional) to which the processor responds by saving the current
state of the processor in such a way that it can later be restored,
and transferring control to a specified memory location. In a secure
system, many traps occurring in a given ring are best handled by
software executing in that ring. Some traps, however, such as some of
those generated by the SPM, are best handled by inner ring sof tware.
Page faults, for example, must be handled by the kernel since the user
must not be able to determine whether paging is taking place. In
addition, if the data stored during a trap is security sensitive in
that the user should not be allowed to restore the processor with such
data upon trap return, the trap (and probably therefore all traps)
must be handled by the kernel. An example of the latter can be found

in the case where a processor might generate a trap in the middle of
instruction execution during the formation of an indirect address. If
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the trap return sequence supported by the processor allows restarting
in the middle of the instruction, then part of the information saved
and restored oy software must be the value of Reff. In such a case
there must be a mechanism whereby software cannot specify a restored
value of Reff lower than Rcur of the trap handling procedure. If the
SPM can make this check, then the trap mav be handled by any ring. If
the SPM cannot verify this, then all traps must be handled by the
kernel and there need be no facility for handling traps in an
arbitrary ring. The requirements below assume that the hardware does
not restore security-sensitive information during a trap return. If
the hardware requires that security-sensitive information be restored
by software, and the hardware cannot verify this information, then
there is no requirement that traps to an arbitrary ring be allowed
(i.e., all traps shall be to the security kernel).

Typically in a processor there is a trap vector that consists of a
list of entry points for each class of traps. There may also be a
parallel list of storage areas in which the processor is to store the
state information for eacn trap. This parallel list may degenerate
into a single address of a storage area for all traps. Since at least
some traps must be handled by the kernel, the kernel must be in
control of the trap vectors and the storage area pointers. If the
processor provides for software to specify the location of the trap
vector, this operation must be privileged so that it can be restricted
to the kernel (see 3.7.2). The only responsibility of the SPM is to
translate the virtual address of the trap vector, the entry point and
the storage area, and to calculate a new ring of execution in the case
where a trap occurriry in one ring must be handled in an inner ring.

A sample scenario of a trap secuence is as follows. Assume a trap of
typce N has occurred. The processor indexes into the trap vector and
loads the program counter with the entry point specified for trap W.
It also stores state information in the proper storage area. Other
than address translation, the SPil need perform no verification on
these addresses since they were set up by the kernel. Hhowever, the
SPM must set a new current ring of execution. In addition, sufficient
information must be made available to the trap nandling procedure so
tnat the exact cause of the trap can be determined and so that the
trap return can be used to restore the processor to a state existing
just before the trap occurred. As a minimum, such information shall
include the value of the program counter, the ring numober, and the
name or type of the trap. '

A trap is very much like a call, exceot that the trap handler should
not be directly callable by the user. Thus, on a trap, the SPdM shall
set Rcur equal to R2 of the trap handling procedure if the trap
occurred while in a ring greater than R2. If the trap occurred from a
ring less than or egual to R2 the value of Rcur should not change.
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This allows a given trap handler to work in several rings. Since the
trap handler should not be callable directly from an outer ring, no
check for a valid gate procedure (k2 < R3) shall be made. Also, the
call limiter shall not be checked on entry into the trap procedure.

As stated previously, if the processor requires security-sensitive

information to be restored upon trap return, then it is sufficient for

the SPM to force the new value of kcur to zero, rather than to the
sof tware specified value R2.

The kernel can provide a mechanism whereby the user can specify a
procedure to handle a certain trap, and it is the responsibility of
the kernel to verify tanat the specified procedure is properly
accessible to the user before storing the entry point in the trap
vector. If the pointer for storage of the state information is
associated with the trap, the user should also be able to set that
pointer, subject to kernel validation. If there is only one storage
area for all traps, the kernel should provide a facility whereby the
user's trap handling procedure can examine the state information for
the trap that occurred.

The trap return instruction is identical to the return instruction
except that new state information must be loaded into the processor

and SPM so that the process can resume operation from the point of the
trao. In particular, for SPM traps generated due to access violations

or the directed trap field (DT) set in a descriptor (e.g., page
faults) it should be possible for the kernel trac handling procedure
to set the proper access or change the descriptor causing the trap so
that execution in the faulting procedure can be resumed as if the
descriptor were correct in the first place. Since a trap return may
possibly occur from a ring outside the kernel, the SPi shall check
that the new value of Rcur is no less than the current value of Rcur.

3.1.2.2 Device to Memory Interface
3sd 2.l I70 FPlow

There are two alternative data paths from device to memory specified.
Each device attached to a secure data communications processor shall
use at least one. The basic difference between the alternatives is
defined by the nature of the information resident in a DMA device,
where a Direct Memory Access (DMA) device, once initiated, will
control a series of data transfers to (from) memory.

The first type of device to memory mediation, premapped 1/0,

interprets and translates memory addresses at I/0 initiation and the
device subseguently uses absolute addresses. The alternative, mapped
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1/0, requires 5P mediation of each memory request by the device. An
inplementation of the S5P4 to handle both types of flow is desirable,
althougn nothing herein shall oreclude an implementation of the 3P
that would nandle only one type. If both types are handled, at I/S
initiation the SPM shall use information within the I/O device
describing mechanism (ref. section 3.1.2.3.2, I/O Descriptors) to
determine which flow is applicable.

3.1.2.2.1.1 Premapped 1/0 Flow

The premacped I/0 flow is shown in Figure s. This figqure is meant to
illustrate the flow of the addresses associated with an I/C transfer,
and is not meant to constrain system physical geometrv. At premapoed
I/0 initiation the virtual address associated with the transfer is
delivered to the SPvM. After suitable checkinag (3.1.2.3.3) by the
SrM's premapped I/0 checker the address is mapped by the SP¢ to an
absolute memory address and loaded into the device. Transfer of data
will occur directly between the device and memory using absolute
addresses. The SPi shall mark memory descriptors, for all memory
locations to be referenced by the device, at I/O initiation time so
that the kernel will know not to invalidate these descriptors during
the I/0 operation.

3.1.2.2.1.2 apped I/C Flow

The address flow for the mapped I/0 flow is 1i1llustrated in Figure 9.
At mapped I/0 initiation the virtual address associated with the
transfer is delivered to the 3Pr, and then is loaded into the device
as a virtual address. The address of each item of data transfered
shall be delivered to the Sr:« for mapping ancé checking. Each address
delivered to the SPH shall be accompanied by the identification of tae
transferring device so that the correct memory descriptor may ce
obtained by the SPM. The SPHY shall retain, for each active 1/
device, the following information. (An active I/0 device is one for
which an initiated I/C operation has not yet terminated.)

1) the effective ring number the device is to operate at; and

2) some method by which the 5P may access the memory descriotors of
the process that initiated the I/0 operation. For examole, tne
3P may remember the DBR contents at the time the I/0 operation
was initiated.

Each access by the device, to memory, is to be mediated by the SPu.
The access checking performed by the SP¥ is eguivalent to the checking
verformed for memory accesses by a processor. Each access is
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evaluated at the effective ring number of the device, in the mode of
the device (read or write), using the descriptors contained in the
address space of the process that initiated the I/0 operation.

If the SPH retains descriptors recently used by I/0 devices in its
Fast Access Descriptor Store, the SPi# shall vrovide the capability to
clear the FADS selectively, by device.

3.1.2.3 Processor to Device Interface

3. l.2e3wl 179 Naming Structuce

The software structure by which a processor nares an I/0 device will
vary with the particular processor chosen as the base for a secure
data communications processor. The naming structure of a secure data
communications processor shall have certain properties. It shall
allow for a virtual to absolute mapping of the device name on a rer
orocess basis. It shall allow for the unigue assignment of a device
to a process. It shall allow for the unigue assignment (and naming)
of each physical device attached to a multidevice controller.

Two classes of I/0 devices may be supported by a secure data
communications processor. The first class are Cirect Memory Access
(DitA) devices. This class, once initiated by a processor order,
independently references memory to perform the required data transfer.
This class of device is the primary object of discussion in the
following sections. The second class of device are Programmed I/O
(PI/O0). These devices do not independently reference memory and
return information from the device directly to the processor.

Included in this class are status reguests to DOMA devices whose
information may also be routed directly to the requesting processor.
For this class of device, the SPM need not support a data path from
device to memory but shall ensure that the requested information is
returned from the named device to the processor that made the request.

For both classes of device, the SPM shall require that accesses made
by processors to devices be mediated through I/O descriptors. Section
3.1.2.1.3.2 discussed two alternative means by which I/0 descriptors
may be addressed within the set of descriptors rooted in the DBK. One
alternative places I/C descriptors in their own descriptor tree,
distinct from memory descriptors, rooted in the DBR. For the other
alternative, I/0 descriptors are embedded in the same descriptor tree
as memory descriotors, and, in general, may be placed anywhere in the
descriptor tree that a direct memory descriotor may be placed. Figure
10 illustrates the placement of an I/O descriptor at the memory
segment descriptor level: the device assumes the process local name of
an entire segment of virtual memory. Figure 11 illustrates the
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placement of an I/0 descrivtor at the memory page descriotor level:
the device assumes the process local name of the page of a segment of
virtual memory. For each of the above examples the diagrams assumes &
direct DBR. Of course, every 3P implementation shall also support
indirect DBRs f(section 3.1:2.1 .k and 3.1:2da 302,

3:1:.243:1:1 Explicit Names

In this structure the processor is aware of explicit I/0 names, and
issues them identified as I/J names. The SP¥ uses the descriptor tree
rooted in the CBR to find an I/0 descrivtor. As discussed in sections
3.1.2.1.3.2 and 3.1.2.3.1, there are two alternative means by which
explicit names I/J descriptors may de found in the set of descriotors
rooted in the DBR. The first requires a distinct tree of I/0
descriptors rooted in the DBR. The SPM, when presented with an
address identified as an I/0 device name shall search for the I/0
descriptor within the I/O descriptor tree. The second structure
embeds explicit names I/0 device descriptors within the memory
descriptor tree. For this alternative, the SPi, when presented with
an address identified as an I/0 device name, shall transform the
presented virtual device name into a virtual memory address and search
the memory descriptor tree for an explicit name I/O descriptor. The
access control information applicable to the I/O descriptor is used to
check access rights.

3.1.2.3.1.2 Devices in #emory

In this structure a process has no explicit names for I/0 devices, anad
there mav not be specific I/O instructions. The set of registers that
control a device 1is represented by a range of absolute memory
addresses. The SPr will find the direct descriotor defining these
memory addresses in the memory descriptor tree rooted in the DBrK. The
access control information applicable to this memory descriptor is
used to control access rights.

3.1.2.3.2 1I/0 Descriptor

The SPM mediates the processor to device interface by treating all
references by a process to devices as virtual references, and mapping
them through an I/0 describing mechanism. Two types of 1/0
descriptors are specified: the type suprorted by a specific
implementation of this sgpecification will be determined by the form of
I/0 instruction supported by the vrocessor. This specification

assumes that any one minicomputer system will support one or the other
type of I/0 instruction: devices in memory or explicit names. If a
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system supports ooth kinds, the descriptors for each type of device

shall be distinguished by distinct descriptor tyoe fields (T field).
Both types of I/0 descriptors are direct descriotors: the I/O device
is directly described. Indirect descriptors describing an array of

direct I/0 descriptors have precisely the same format as the memory

descriptors specified in section 3.1.2.1.3.1, Memory Descriotor.

3.1.2.3.2.1 Explicit Names Descriptor

In the explicit names structure, I/O descriptors are direct
descriotors contained in the tree of descrirtors rooted in (located
by) the CBR (Figure 13). The SP#t shall obtain the appropriate
descriptor when presented with a virtual device name by the process.
The logical format of the explicit names I/O descriptor is diagrammed
in Figure 12. The descriptor fields are interpreted by the S£M as:

Directed traps: The DT field of the descriptor provides for
software directed traps on access. At least two values of this
field must provided, one of which does not cause a trap. All
other values of the field cause an SP£¥ generated trap.

Access control: Three pieces of information are defined: the A
field, the Ring Brackets, and Permissions. The A field
determines whether access control fields of the descriptor are to
be used to evaluate tne propriety of the access. Its
interpretation is identical to that of the corresoonding field in
the memory descriptor (ref. 3.1.2.1.3.1, Memory Descriptor). The
Rl, R2, and R3 fields define rings. Their definition is
identical to that of memory descriptors. Their interpretation
differs, only for the K3 field, as specified velow. The R, W,
and E fields define allowed modes of access. Their definition is
similar to that of memory descriptors. The only difference is a
the interpretation of the E field. This field, for I/O
descriptors, shall be undefined except for pertinent control
operations, e.g. diagnostic operations, microcode
loading/modification. The system srecific operations shall be
allowed if and only if (E = ON) and (Reff < K3). Note that it is
not required that R3 > R2. 1In developing 3n I/0 virtual device
address, an effective ring number (Reff) is developed by the SPM

in an identical manner to a memory access. The following rules
specify the allowed modes of 1iccess to an I/O device:

l) Read permission (initiate a read from the dewvice) if and
only if (R = ON) and (Reff Kk2); and

I~

2) Write permission (initiate a write to the device) if and
only if (W = OH) and (Reff < R1l).
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Type: The T field identifies the type of the descriptor. I/0
descriptors shall be identified by at least one distinct value of
this field, which identifies a direct device descriotor.

Usage: The U and M fields shall have an interpretation similar to
memory descriptors. For each initiation of an input/output
operation from/to a device, if the device descriptor's U field is
OFF, the SPM shall update it to ON. These fields shall be
updated only if there was no access violation. For each
initiation of an output operation to a device, if the device
descriptor's M field is OFF, the 3PM shall update it to Od.
i

et
=QrF
Y

Mapping type: The aT field has two values: On and OFF. If Oon
then the described device is a premapped I/0 device, if MNT

then the descrioed device is a mapped I/O device.

Actual device: The PD identifies the physical device name to be
used upon access to this descriptor. This field must have
sufficient size and precision to accomodate all device names
addressaole by the orocessor.

3.1.2.3.2.2 Devices as Jdemory Descriptor

In the devices in memory structure the I/O description mechanism shall
be a descriptor contained in the tree of memory descriptors rooted in
the DBR (ref. Figure 13). The interpretation of the fields of tne
descriotor will be the same as the interpretation of the explicit
names I/0 descriptor with the following exceptions:

Location: The PA field provides the physical address of the base
of the set of contiguous memory locations that constitute the
control registers for the device. It shall have sufficient size
and precision to address all device adcéresses supported by the
minicomputer system. This field revlaces, for the devices in
memory type of device, the function of the PD field in the
explicit nanmes I/0 descriptor.

Linit: The L field limits the number of memory locations which
constitute the device's control registers. It shall have
sufficient size to accomodate the largest set of device control
registers. It shall have sufficient precision to accomodate the
smallest set of device control registers witnout waste of
physical address space.



3Ll o2y 3.3 I/A9 Inttiation

In either I/0 naming structure the SPid must be aware that an I/O
operation is being requested. 1In the explicit names structure the SPH
shall be informed by processor signal. In the devices in memory
naming structure the SPM shall conclude that an I/0 operation is
requested by the type of the direct descriptor accessed (the T field
shnall indicate an I/0 descriptor). The SPM shall determine whether
the device is to be treated as a premapped device or a mapged device
from an examination of the “T field in the I/0 descriptor.

In either I/0 maoping Structure, the SPd shall validate and translate
each access to memory by a device with respect to the descrioptors of
the initiating process. An I/0 operation is defined as a request for
a transfer to/from memory in which the processor specifies a device,
the direction (mode: read/write) of the transfer, and a single
starting address and extent. Some devices, particularly fast mass
storage (disks), support chaining of I/0 operations. Under this
structure, this device reads a list of I/O reguests from memory and
executes them sequentially. For chained I/0, the addresses used by
the device to locate I/0 requests 7in memory shall also be validated
and mapped by the SPM. These devices are perhaps most conveniently
supported as mapped I/0 devices.

In multiprocessor systems, each processor shall be capable of
initiating I/O operations to any configured I/0 device.

3:.1.2.3.3.1 Premapoed Initiation

when a device is to be treated as a premapoed dewvice, the SPM shall

ensure the following conditions before permitting the initiation of
eacn I/O operation:

1) that the device has been assigned to the process requesting
transfer; the assignment is indicated by the presence of a
descriotor;

2) that all memory addresses affected by the transfer (starting
address through starting address plus extent) have the oroper

access permission for the effective ring number and access mode
of the vprocess requesting the transfer;

3) that the range of affected memory addresses falls within the

range of memory described by one direct memory descriptor --
segment or page; and
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4) that the descriptor defining the I/O device allows access in the
requested mode at tne effective ring number of the process
requesting the transfer.

If any of the above checks fail, the SP# shall initiate a trap to the
recquesting processor. If all of the 5P checks are successfully
passed, the SPil shall cause the following actions:

l) the descriptor for the affected memory addresses is marked (I/0
count field incremented) to provide notice to the security kernel
sof tware that an I/0 operation using this memory descriptor has
been initiated; :

2) the descriptor for the I/0 device is marked (U and/or M fields)
to indicate that an I/0 operation has oeen initiated;

3) the SPri translates the requested virtual memory adcdress and
extent to a physical address and extent and causes this
informetion to be loaded into the device; and

4) the SPM allows the requested I/O operation to pe initiated.

Iransfer of data will occur directly between the device and memory.

-

3¢1:2.3.3.2 Mapped Initiation

when a device 1s to be treated as a mapred device, the SPM shall
ensure:

1) tnat the device nas been assianed to the process reguesting the
transfer -- determined by tne oresence of an apprcpriate I/0
descriptor; and

2) that the descriptor defining the device permits access in the
requesteac mode at the effective ring number of the process
regquesting the transfer.

If either of these checks fail, the SPM shall initiate a trap to the
reguesting processor. If all of the checks are successfully passed,
the SPii shall cause the virtual address to be loaded into the device
and the requested operation initiated. The SPiéi shall remember, for
each active device, the following information, stored at the time that
an I/0 oceration is initiated:

l) the effective ring number of the process initiating the I/C
operation; and
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2) the DBR or the set of memory descriptors, of the requesting
process, that will be referenced by the device during the I/O
operation, so that the SP® shall consistently interpret device

nemory requests with respect to the descriptors of the initiating
process.

When the virtual address associated with each request by the device
for data transfer and the device identifier arrive at the SPi, the SriH
shall be able to retrieve the effective ring number previously stored
and the memory descriptor required by the virtual address. The memory
descriptor shall be one of the memory descriptors defined by the
security kernel for the process requesting the I/O transfer. The
checking undertaken by the SP4, for a device memory reauest, during a
mapped transfer shall be identical to the checking of a memory access
by a process running on a processor.

The SPM (or SPils in a multiprocessor configuration) shall ensure the
following conditions on mapped I/O operations.

l) each device knows which SPM to use to make regquests for memory
access;

2) the SPis shall ensure that there exists only one outstanding I/O
operation per device -- this condition is imposed to guarantee
that, for any I/0 operation, the virtual addresses presented by
the device are consistently interpreted with respect to the
descriptor structure of the process that initiated the I/O
request; and

3) the SPirs shall ensure that fast access copies of descriptors
retained for use by active mapped devices accurately reflect the
memory originals of the process requesting the I/O operation in
progress on the device. The SPMs shall provide sufficient
mechanism to invalidate copies of descriptors retained for the
use of devices if the original process descriptors are altered by
the kernel.

3.1.2.4 Device to Processor Interface

The only device to processor interface is the signalling of interrupts

by a device. In the discussion btelow, the term "device" will be used
to refer to not only I/0 devices, but devices such as timers that can
interrupt a processor.
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3.1.2.4,1 Intetrupt Structure

When an I/C device signals an interrupt, that signal shall be directed
to the oprocessor with which the device is currently associated. This
association may be determined at the time of initiation of the I/O
order, or fixed in hardware. For processor-local devices, such as
interval timers, this association may be fixed in hardware.

The processor snall have the ability to allow the interruot handler to
determine the cause of the interrunt, and all information stored by or
in the SPM at initiation of the last I/0 order on that device shall be
available to software at interrupt time. In addition, the state of
the processor at interrupt shall be made available so that it can
loter ope restorea on return from interrupt.

Since, on return from interrupt, it is reguired that the interrupted
procedure continue to execute as if no interrupt had occurred, tne
specific voints in the instruction cycle and descriotor fetch during
which interrupt can occur must be well defined with respect to the
SP4. Another processor reguirement 1s that the security kernel, at
its discretion, have the capability of delaying any interruots for
certain periods of time. ,  The delaying of interrupts must be a
privileged operation as defined in section 3.7.2.

3:1.2.4.2 Jnterrupt Storage and EAtry

The seguence of events coccurring at interrugt time are exactly the
same as for traps, though the amount and type of information saved at
interrupt might be different depending on the reguirements of the
processor. Upon recognition of an interrupt, the processor makes
references to an interrupt vector of entry points and possible storage
areas and the SPi shall set a new value of Rcur depending on the ring
brackets of the entry location. It is the responsibtility of the
security Kernel to set tne interrupt vectors properly. As for traps,
specification of the interrupt vector location must be a privileged
operation if allowed by the processor. :

3.1.2.5 Processor to Processor Interface

3.1.2.5.1 Maintenance of Descriptor Structure

In a system configured with multiple processors each processor will
work with its own 3PWM. Changes to the descriptor structure will be

made by the security kernel software, and in certain limited cases by
SPis.
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The processors shall use a system wide semaphore to coordinate
operations on descriptors. The processors shall have a Clear Fast
Access Store (CFAS) function. The CFAS function shall be capable of
directing any configured 5PM (initiated from any processor) to clear
all or some of its fast access descriptor store. The CFAS function
shall incorporate a response mechanism to inform the processor of the
completion of the order by an SPM. The CFAS function shall
incorporate the ability to clear by descriptor type (the T field). If
maoped I/0 is implemented the CFAS function shall have the ability to
clear an SPM by specific device name.

SP¥Ms will modify the U, M, and IOCT fields of memory descriptors.
Logically, an SPM must seize and release the system wide "changing
descriptor" semaphore, with a trap generated on failure to seize. An
indivisible memory Read-Alter~Rewrite function for setting U or M or
incrementing IOCT 1is highly desirable.

The processors shall provide indivisible memory test-and-set
instructions to coordinate processor access to shared memory.

3.1.2.5.2 General Interprocessor Signdlling

Each processor shall have the capaBility to signal any processor in
tne system. The signal function shall invoke the system interrupt

structure, causing the receiving processor to execute the software
defined interrupt routine.

3.1.2.6 Operator to Processor Interface

The requirements for the interaction of an ogerator with a secure data
communications processor are beyond the scope of this document. It is
anticipated that this interaction will be defined and controlled by
the security kernel. The secure data communications processor shall
have the ability to allow some portion of the security kernel to be
bootstrapped.

3.1.2.6.1 Standalone Bootstrap

when the secure data communications processor is to be operated in a
standalone environment, some I/0 device shall be controlled by the
system operator to effect an initial memory load. 1In Fiqure 14 is
shown the contents of memory following the initial memory load. This
figure is meant to be illustrative, and is not intended to opreclude
other designs of the bootstrap mechanism. In this example, the SPM is
addressed as an 1/0 device using I/C descriptors. In Figure 14 a DBR,
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two I/0 descriptors, two memory descriptors and a procedure segnent
have been loaded. The DBR establishes the trees of I/0 (2)
descriptors and memory (2) descriptors. The first I/0 descriptor
establishes the SPM as an I/0 device, the second establishes the
device for further memory loading. The first memory descriptor
establishes the loaded procedure, the second establishes a memory area
for further I/O0 input. It is assumed that the processor Program
Counter can be set to extract the first orcder of the procedure
segment. The L3R is initialized either externally or by convention,
by the bootload function, to a precefined value. The current ring is
initialized to be zero. The contents of the Program Counter is
assumned to be a virtual address ancd the corresponding instruction is
fetched from memory using the initial DBR and meimory descriptors.
Processing continues in ring zero (until explicitly changed by
software) with all addresses interpreted as virtual addresses.

3.1:4.8.-2 FEont End Beotstrap

When the secure data communications processor is used as a front end
for some host processor, it shall have tne ability to be bootstrapped

from the host processor. #Within the illustrative protocol of Figure
14, the initial memory load would be performed by the host processor
through an interconnecting unit.

3.1.3 iajor Component List

The secure data communications system is composed of the following
components:

1. 5P
2. Processor
3. Memory Units
4, Controllers
In aoplications where the secure data communications system is acting

as a front end for a host processor, an Interconnecting Unit will be
required (ref. section 10.1).
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3.1.4 Government Furnished Property List

As specified by procuring agency

3.1.5 Government Loaned Propverty List

As srcecified oy procuring agency

3.2 Characteristics

As secure data communications processors are intended for use over a
variety of applications and in a variety of environments, there is no
one set of characteristics that will be universally desirable. It is
anticicated that each grocurement for a secure data communications
processor will refer to the architectural regquirements svecified
herein and to a specification of the precise characteristics required
for the intended application. Reference tc a particular specification
established for a particular acplication is denoted herein by the
phrase "per individual specification”.

3.2.1 Performance
3.2.1.1 kelative Performance

The performance of a secure system incorporating the SPM is dependent
on the implementation of the 5PM and its method of connection to the
nonsecure components. Performance for a secure system can be roughly
estimated relative to a similar but nonsecureé¢ system. For a secure
minicomputer system, conforming to this specification, the perfornance
degradation introduced by the SPM, relative to an eguivalent unsecured
system, shall not exceed 25%.

3.2.1.2 bData Cache

A data cache is one method (among many) to increase the processor
performance of a system. It is not the intent of this document to
require the incorporation of a data cache in the SPF4. In the event
that a system implementation includes a data cache in the SPM, certain
characteristics are reguired. The C field is in the memory
descriptors to allow tne software to instruct the SPM to keep data out
of the data cache. This facility must be provided in order to ensure
the consistency of the descriotor structure in the fast access

descriptor store, data cache, and memory when descriptors are
manipulated (by security kernel software) as data. This is most
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easily ensured by the restriction that the areas of memory containing
descriptors not be placed in a data cacne. Data cache must be
responsive to the CFAS function in clearing any data or physical
address information associated with a. cleared descriptor.

The above requirement does not preclude cache implementations in which
the consistency of shared read/write data areas (particularly if
composed of descriptors, and most emphatically in multiprocessor
systems) is ensured by mechanisms other than not placing descriptors
in the data cache.

3.2.:2 Physical Characteristics

To reduce cost, "off-the-shelf" commercial grade equipment is utilized
to a maximum extent. However, due to the criticality of
comrunications systems in many DoD strategic and tactical
applications, coupled with the need for sparing, repairing and
replacing attritioned equivment, additional requirements will be
imposed which require modifications to commercial equipment or in some
cases new designs. More stringent requirements are necessary 1in the
following areas: \

A. Availability - Redundant systems (without single-point failures)
with bit correction and low mean times to rerair (MTTRs) and
roll-back and recovery capability may te required to meet on-line
availability requirements.

B. Reliability - More stringent parts selection, control, screening
and system/subsystem burn-in may be regquired.

C. RFI Compatibility =- More stringent requirements may be imposed to
mitigate jamming and upset.

D. Tempest - Control of compromising emanations is regquired.
E. Radiation Survivability and Vulnerability = For certain strategic
applications, EMP and nuclear emissions survivability is

required.

F« Comfigutastion Contiol - Suitable ldemtification control and
accounting procedures will be regquired for critical-item
provisioning.

In general, the quality level of equipment suitable for digital
communications applications fall into three broad categories:
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A. Ruggedized comnmercial eguipment (#MIL-E-4156(-1))

B. MIL spec conmmercial compatible equipment (MIL-E-415s8(-1),
MIL-£-164006(4), MIL-£-540U, curve II and III)

C. Soohisticated ad-hoc designs (MIL-E-5400, curve IV, MIL-E-5luY)
Category A equipments are suitable for most ground fixed-site
applications, Category B equioments are redquired for most mobile
applications and Category C eguirments are regquired for space and/or
“nigh-rel" applications.

Packaging - Table top, self contained and/or rack nountatle (135")
conf igurations.

4ir Cooling - ambient air (olowers may be utilized subject to noise
constraints)

Size - per individual scecification

weight - per individual specification

Power - per individual specification

idounting and Access - ger individual scecification for ease of
maintenance and repair.

3.2.3 Reliability

The probability of failure, per hour of operation, shall be less the
0.u0ul5/hr for the Security Protection “odule alone, and less than the

following fiqgures for units of the system which it is to protect,
exceot as may be relaxed for particular installations.

Processor: <0.00005/hr

vemory Unit . _
(126K bytes): <U.000U4/nr

controllers: < .00004/hr

Tne SPM design shall be such that the probakility that a hardware
component failure may cause a security breach may be reliably
considered to be less than U.00uUUUl/nour of operation.

Keliability Plan - per individual specification




Wuality Control - per individual specification
Service Life - per individual specification

Specified MTBF - per individual specification

3.2.4 daintainability

The following maintainability features are recuired:

Self-Test
A manually activated self-test feature shall be provided, to be
used as a means of detecting traps, exercising the equipment
during troubleshooting, verifying proper performance, and
performing self-test. Status-indicating capabilities shall bpe
included. This feature shall be self-contained.

flean-Time to Repair - per individual specification

{ 13 . . . -+ . - . . .
Organizational Level Maintenance - per individual specification

Intermediate Level Maintenance - per individual specification

3.2.5 Environmental Conditions
Vibration
Operating: per individual specification

Non=Operating: (Kequirements are for transportation, ergo
transportation cases and shock mounts may be utilized).

Land Carriers: 1.5 g's 5=500 Hz
Air Carriers: 19 g8 17=28 Hz
Sies: GS 44-500 Hz

shock
Operating: per individual specification
Non-Operating:

(a) Bench droo tests
(p) 20 g's peak, 18 milliseconds
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Temperature

Operating: Ambient air from 50 DT to 100 DT (lu C - 30 C)
Altitude/Pressure

Non-Operating: Sea level to 35,000 feet
Operating: per individual specification
Humidity
Operating: 5% to 95%
iransportability

The system nardware shall be designed and constructed to
withstand military and commercial transgort via air, rail and
truck to installation sites without degradation of the equiprent
verformance.

3.3 Design and Construction

The equipment shall be designed and constructed to meet the general
gesign requirements of the prime governing specifications and the
general reguirements for electronic eguioment as specified in
MIL-STD-4540.

3.3.1 lMaterials Processes and Parts

siaterials, processes and parts for use in the manufacture of the
eguipment shall be in accordance with the prime governing
specification and “IL-STC-4540, kRequirement 4. Parts shall be in
accordance with #IL-STD-454, Reguirement o64.

3.3.2 Compromising Emanations Control (TEMPEST) and Electromagnetic
Compatibility

Because system eguiprment will be connected to communications lines and
controllers of various security levels and need-to-know categories,
all system equipment shall be designed to reduce compromising
emanations below the applicable radiation and conduction limits of
NACSEM 510u as modified oy AFNAG-YA unless otherwise specified. All
TEMPEST design shall follow the principles outlined in WACSEM 5240.
Installation of system eguipment shall conform to the applicable

SIS,




requirements of AFNAG-5B. Kked/black separation requirements are
described in MIL-HOBK=-232.

Electromagnetic interference criteria shall be in accordance witn the
emission and susceptibility requirements establisned by

MIL-STD-461A (dotice3). The interference reduction guide for Design
Engineers, DDC ADb1Y666b and ADo61l%s6b7 shall be used to establish
bonding and shielding criteria and to optimize interference
suppression circuits.

~

3.3.3 WNameplates and Product iarking

The identification nomenclature marking and labeling for the several
elements of the system shall be provided in accordance with
MIL-E-4158E., paragraph 3.6.

3.3.4 viorkmanship

All units, component parts, and accessories supplied.shall be in
accordance with MIL-STD-454D, Requirement 9.

3.3.5 Interchangeability

All units shall be designed and constructed in accordance with the
provisions of MIL-STD-454D, Requirement 7, concerning the use and
selection of interchangeability items, and with the definitions
contained in MIL-STD-250A. Like units, assemblies, subassemblies, and
replaceaole parts shall be physically and functionally
interchangeable, without modifications of such items or the equipment.
Module replacement shall ce possiole without removal of adjacent
modules. Software modules shall be interchangeable among like
prbcessors.

3.3.6 System Safety
System safety engineering principles shall be apclied throughout the
cdesign, development manufacture, test, checkout, operation and

maintenance of all systems/egquicment in accordance with MIL-STD-4540,
kequirement 1 and & (class 1 equipment).
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3.3.7 tiuman Zngineering

humen engineering design criteria and principles shall be apglied in
accordance with MIL-fH-46555A, MIL-STD-1472, and AFSC Design Handbook
1-3 in the design of the equipment, computer progrems, and facilities
so to achieve safe, reliable, and effective performance by operator,
maintenance and control versonnel, and to optimize personnel skill
requirements and training time.

3.4 vocumentation

Documentation required for reviews and audits shall be provided in
accordance with MIL-STD-1521 (USAF).

3,5 Logistics

The Logistics Discipnlines of LDoD Directive 3100.35G shall be
integrated into the design and engineering constraints. Such
integration snall include provisions for logistics support for the
systemn's life cycle. .

“aintenance, Supply Support, Suoport Equipment and Facilities are
normally per the individual Equipment Specifications.

3.0 Personnel and Training

The communications rcrocessor system snall be designed to be
maintainable by Air Force skill level 5 versonnel after completion of
formal training course (s).

3.%:1 Training

Formal training requirements will include training equipment

requirements. This formal training includes theory and hands-on
equipment training.

’

3.7 ¢#ajor Component Characteristics

The secure communications system is composed of a SPYM and commercially
available components (3.1.3). The prorerties of the SPM are
delineated in 3.1 and 3.2. The commercially available components will
have features normally considered necessary in the area of
application. This paragraph lists the properties of the commercial
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units required by their interconnection with the SPM in a secure
systen.
JaTud SEH

Properties as specified in this document.

3.7.2 Processor

The processor when used in conjunction witn the SPH shall implement
the following functions:

1) Call/Return;

2) Clear Fast Access Store;

3) Interprocessor Signal;

4) Dispatch; and

5) Argument validation.
The processor. and 5Pil shall orovide sufficient mechanism so that the
following instructions may be restricted to the most privileged domain
of execution (ring zero):

1) Clear Fast Access Store;

2) Interprocessor Sianal;

3) Dispatch;

4) instructions which control the setting of trap and interrupt

vectors as well as the recognition and control of traps and

interrupts;

5) instructions which control the state of the SPM (except for
Call/Return);

©) iInstructions which may change microcode either within a processor
or device; and

7) any function which influence the 35pPM's interpretation of the
descriptor structure defined by the security kernel.
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The processor shall deliver all memory addresses identified as
addresses to the SP4. Wwhen addresses are generated by the hardware 1in
response to special coriditions (traps and interrupts), the special
nature of the addresses shall be signalled to the SP4. If the
explicit-names structure is implemented (3.1.2.3.1.1), the I/C name
shall be delivered to the SPM identified as an I/0 nane.

The processor shall deliver all information concerning its internal
state to the SPM necessary to implement the functions of this
specification. It shall at least signal:

1) Order initiation;

2) Occurrence of trap or interrupt condition;

3) I/0 initiation for explicit names;

4) Mode of access (read, write, execute, call, return); and

5) SPil control instructions.

I'ne processor shall be capable of being controlled from the 5PM. The
SPM shall be able to generate orocessor traps.

Tne processor shall be capable of being restarted after a trap (ref.
section 3.l:2:1.62).

The processor shall provide an indivisible Test-Read-Alter-Rewrite
memory instruction so that software may cooperate harmoniously in
nultiprocessor systems.

3.7.3 dMemory

demory subsystems shall have tne capability to implement indivisitle
rkead-Alter-Rewrite functions that can be used by the software as a
nonamnbiguous semaphore mechanism.

3.7.4 Controllers

If the mapped I/0 is implemented (3.1.2.3.1), a controller shall
present to the SPu the identification of a device reguestina transfer.

A controller shall provide storage for each of the devices it controls
so that any interdevice (and hence gpotentially interprocess)



interference is discernable only in the time domain.
3.8 Precedence

This document takes precedence over all documents in section 2.0 when
a specific conflict in specification arises.
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4.U Quality Assurance Provisions

4.1 General

Requirements for formal tests/verifications of the secure
communications processor performance, design characteristics and
operability shall be per the individual specification.
Tests/verifications will include design evaluation an¢ ocerational
capability verification.

4.1.1 kesponsibility for Tests

Jnless otherwise specified, the contractor is resconsible for
verifying .that all specifications reguirements nave been 3atisfied.
Tne contractor may utilize his own or other facilities acceptable to
the government. The procuring agency will monitor the contractor's
effort and reserves the rigint to perfora any of the verifications set
forth in the soecification. The Government also reserves the riabit to
designate special existing Government facilities for the performance
of scecialized tests such as TEMPEST and/or nuclear environmental
testing.

4.1.2 5Special Tests

A. Reliability Demonstration. Reliability demonstration shall be cer
the individual specification.

8. Probabilistic Measure of Security Compromise. Collection,
recording and analyvsis of all failure data during testing shall
ve performed. Tests or analyses should establish to a high
degree of statistical confidence that the scecified probabilistic
measure of security compromise is satisfied.

C. Security Features. The contractor shall rigorously demonstrate
that all security features of each secure data communications
processor are functionally correct.

D. Qualification Tests. Per individual specification.

4.2 Yuality Conformance

The contractor shall perform the following inspections, analyses and
tests to verify the requirements of Section 3 of this specification.
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4,2.1 Interface Definitions
The contractor shall test and demonstrate the performance of the
dedicated communication lines, electrical interfaces and logical

protocols. The contractor snall also demonstrate the standard
peripheral interfaces. '

4.2.2 Throughput
The contractor shall demonstrate that the security controls do not
degrade throughput by greater than 25%.

4.2.3 Physical Characteristics

The contractor snall verify by analysis or tests the following
physical characteristics.

A. weight limitations
8. Cooling reguirements

C. Maintainability requirements

4.2.4 Environmental Conditions

Each production unit shall be subjected to the following environmental
acceptance test per the individual specification.

A. Tenmperature

8. Humidity

C. Vibration

D. Shock

£. MNuclear environment

F. Electromagnetic compatibility

G. TEMPEST

b



5.U Fkreparation for Delivery

The secure communications processor snall be delivered as an
integrated unit after appropriate testing in accordance with 4.0.
When used as the front end to a host processor, it will be delivered
in an integrated system with the host processor.

(X}
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o.U0 Notes
o.l Descriptor Format and Field Encoding

The formats given for descriptors, and other constructs, are logical
ones, intended to identify required information. A specific
implementation of this specification may rearrange and reorganize
these formats as long as pertinent information is oreserved. For
instance, the A field of a descriptor may be encoded into marginally
useful encodings of the permissions field. One such vermission 1is

(R = OFF) and (£ = ON) and (W = O4). A second instance of an
alternative encoding is the uT field of an I/0 descrintor. Tnis fielc
may be encoded into the T field yielcding distinct descriptor tyres for
cremapped and mapped I/0 devices.

©.2 Virtual Device Addresses

In section 3.1.2.3.2 an option was discussed thct uses one descrigtor
tree for both I/J0 and memory de'scriptors. If such an option is
implemented, there nust be a well defined mapoving between virtual I/O
device names and generalized virtual addresses co that the descriotor’
for a specific I/0 device can be located in the descriptor tree.
Since the size of virtual device addresses (for the explicit I/0
naming structure) is often much smaller than the size of virtual
nmemory addresses, the secure data communications processor
(particularly the SPM) shall perform appropriate transformations of
the virtual device address so that the device address may be
interpreted in the same name space as virtual memory addresses. for
exanple, assume virtual memory addresses are lo bits wide, structured
as 2**6 segments of 2**6 pages of 2**6 words, and that the virtual
device address is 6 bits wide. One transformation (ref. Figure 1U)
assumes one seament per device and forms & new virtual address by
concatenating 12 low-order zeroes to the original device name. A
second method (ref. Figure 1l), more conservative of virtual address
space, assumes the o4th segment (e.g., segment number ©3) is composed
of "pages", each page descriptor being a direct device descriptor.
For this case the new virtual device address may be formed oy
concatenating 6 high-order ones and 6 low-order zeroes to the original
device name.

The device name transformation algorithm for a specific implementation
is determined by the following factors:

l) the size of the virtual memory address;

2) the size of the virtual device address;
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3) the intended organization of the descriotor tree (interpretation
of virtual addresses); and

4) the intended placement of devices in the virtual address space.
For example, devices may be placed either as segments or pages
(see above discussion).

0.3 Virtual Address Poipters

It is highly desirable that the secure data communications orocessor
suggort a general form of virtual address pointer. A logical format
is diagrammed in Figure 15. It is intended that this pointer replace,
in function, indirect address constructs in memory (and in prccessor
address registers, if possipble). 'Tlhe interpretation of the fields
snall be:

virtual address: The VA field provides a virtual indirect address
of whatever size and precision supoorted by the processor. The
specific use of this field in effective address formation is, of
course, processor specific.

Validation ring: The Vk field provides a software defined ring
number at which the address grovided in the VA field snould be
evaluated. The Vk field should be of sufficient size and
orecision to accomodate any ring number defined by the systen.
Before the VA field is used as an address by the processor, the
SPM's rReff must e updated to max(keff,VK,Kl) where Rl is taken
from the descriptor controlling access to the resource 1n which
the pointer is contained.

Directed trap: The T field provides a software defined mechanism
for causing nardware traps on access (as a oointer) to a virtual
address pointer. ‘he LT fiela shall have at least two values (Ou
and CFF): if ON a processor trap is generated before the VA is
used as an address, if OFF the indirect operations proceeds as
soecified above.

In conjunction containing providing virtual address oointers
containing ring numbers, it would be useful if hardware supported a

special set of pointer cooving instructions (or pointer load
instructions). A pointer cooy instruction would copy the pointer,
replacing the VR field of the pointer with the maximum of Reff and the
crevious value of the Vk field in the pointer. Thus, whenever an
inner ring procedure covoies a pointer from a segment in an outer ring
to the inner ring, the effective ring of all references made through
tnat pointer will never be less than the ring in which the pointer wa
originally located. Without a pointer copying instruction, software
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in the inner ring must check tne validity (ring number) of the VR
field of any copied pointer to make sure that the value of Vk is never
less than the ring from which the pointer was covied.

6.4 Process/tvent Reporting ;

Operation complete events shoulcé be directed to tne crocess initiatirg
tne operation. Security kernels reguire soonisticated process
Structures. Embedding tnhe mechanism for reporting external events in
a well-defined manner directly to the process reguires the follovina
capapilities of both the processor and 38ui:’

l) both processor and 5P4 must understand the concept of process ana
all attributes associated with a process: the processor (with
Sri) must be capable cf cerforming a sophisticated dispatch
algoritanm;

<) the hardware must provide sugport for arbitrary scheduling
alogorithms; and

3) the hardware must provide sophisticated primitives for process
cooperation (PV primitives, monitors, or their eguivalent).

Conceptually the 5P could be designed to include this functionality.
Such functionality would be impacted in a major way by software design
considerations. Insufficient understanding of these implications
precludes the requirement of this functionality in the SPi for a
secure systen.

Within the constraints of a particular application or software
environment, the implementation of & direct event/crocess reportinc
mechanism in the Sfi would ce nighly desirable.

p-5 Simple Indirect Descriptor

The semantics of the indirect descriptor (ref. section 3.1.2.1.1,
Address Translation) specifies that these descriptors goint to an
array of lower level descriptors. An important special case 1s tne
simple indirect descriptor: a descriptor that points to a single lower
level descriptor. The location field of this descriptor type qaives
the pnysical memory address of the lower level descriotor and the
limit field may be ignored. No information from the fields in the
virtual address are needed to locate the rext level descrictor once
the simple indirect descriptor is found.




This construct is very useful in to support sharing the construction

of segmented, unpaged virtual memory systems. Such a memory structure
is diagrammed in Figure lb. :

A secure data communications processor, satisfying this specification,
need not implement a simple indirect descriptor construct. However,
its presence increases the range of application of a particular SP#
implementation.

o.o0 Page pescriptors

In the full three-level descriotor structure illustrated in Figure 4,
the access control information is almost always placed in the seament
Gescriotors. ‘This access control information includes the ring
brackets, mode fields, call limiter, and limit field. (The linit
field is included in this sense because the seagment descriptor can
scecify, to the resoclution of one page, the size of the segment. The
simplest memory management scheme would not attempt to further
suocdivide memory.) Tnhe only remaining information 1in a page
descriptor that actually needs to e there and cannot be inferred by,
the SPit is the physical address and directed trap (DT) field. 1If, in
a given implementation, it 1s known that a structure such as tnat in
Figure 4 will be the only structure used, the actual size of the page
descriptor can be much smaller than that of the segment descriptor.
Since there must be at least one vage descriptor for every page of
chysical memory (and most likely one page cdescriptor witn DT field set
for every page of every active segment not in physical memory) tne
page descriptors usually use up a great deal of pnysical memory. A
significant improvenent in verformance may be realized if the size of
page descriptors can be reduced, for example, from 4 to 2 words of
real memory. There may also te an impact on performance due to fewer
accesses to memory for page descriptors.

Another method for reducing the size of page descriptors, that would
work in a more general structure, would be to include a field in the
first word of the descriptor that specifies whether that descriptor is

"short" or "long". The simplest hardware implementation of this
scheme might be to define a descriptor structure such that the

physical address, directed trap, and short/long indicator were packed
in the first one or two words, with the additional information in
subseguent words. By examining the first word fetched, the SPl would

know the descriptor format and either inhibit or simply ignore
subsequent word fetches.
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0.7 Physical Address 5ize and Precision

Each descriptor that describes a construct located in memory shall
have sufficient size and precision in its location and limit fields so
that the construct may be addressed anywhere in physical memory
without waste of memory space. Wwhile memory space waste is the
responsibility of hardware, the hardware structure shall not preclude
efficient space management by software. A svcecific imeclementation
must trade off software flexibility against 3P4 cost. In this case,
SPd cost may be measured with resgect tc descriptor size. The nost
flexible SPM implementation provides locetion and limit resolution to
tne word or oyte.

while specific reguirements are implementation specific, bounds can oe
placed on location size and precision reguirements.

Precision: A descriptor need not address memory with greater
precision than the size of the smallest allocatable element: in
most implementations this element will be a descriptor. It shall
at least have a precision sufficient to precisely address and
limit the minimum of: the smallest array of descriptors, the
smallest area of allocatable memory, or the smallest set of
device registers for the devices in memory I/0 naming structure
(if applicable). The precision of a descriptor may vary with its
level of interpretation. For example, direct memory descriptors
at the segment and page levels of interpretation may have
differing precision. This may be accomplished, using a fixed
descriptor format, by allowing the significance of the location
and limit fields to be a function of the level of interpretation
or additional encodings of the type field.

Size: tach location field shall be capable of addressing all of
chysical memory at the precision of the descriptor. For example,
if the precision of the descriptor is the size of a descriptor
(several bytes) then the location field shall have sufficient
size to address all of memory in increments of its precision: thne
size of a descriptor. Each limit field shall have sufficient
size to delimit the largest addressable construct at the
precision of the descriptor. Using the above example, if the
precision of the descriptor is the size of a descriptor, then the
limit field shall have sufficient size to delimit the largest
construct addressable from the descriptor (for instance, a page)
mocdulo the size of a descriptor.



6.0 52 Algorithmic Description

A sample flowchart detailing the address translation and access
control functions of the SPM is shown in Figure 17. This flowchart is
not intended to define the implementation, but rather to present an
algorithm that approximates the functionality of the SPil. The
flowchart is constructed as a procedure named RLF that is called oy
the CPU or I/0 device on each memory reference. The arguments to REFf,
appearing at the top of the flowchart, have the follewing meaning:

VACDR - the virtual address of the memory reference.

MODE - one of the five values: Read, Execute, write, Call,
Return. The MODE argument specifies the tvpe of permission
required. If TYPE (see below) is I1/0, the MOLE is either
Read or Write.

DATA - either an input argument, in which case this is data to be
written into memory at the virtual address VADDK, or an
outrut argument, in wnich case the contents of the memory
location read is returned here.

RESET - can be U or have the value RESET or IND. If RESET, the
SPM 1s instructed to reset Reff to the value of Rcur before
performing any access check or address translation. If 0,
keff is left unchanged from the previous memory reference,
and may possibly ce further incremented in subsequent
descriptor fetches. If INU, the reference is a fetch of an
indirect address (virtual address pointer) by the CpU. This
value instructs the SP4 to examine the DT and Vk fields of
the virtual address oointer in determining wnether a trap
snould be generated or whether to update Reff.

DEVICE - identifies the active module recuesting the reference.
It is either the value CPU, indicating the processor is
requesting the reference, or an I/0 device number.

TYPE - is either I/0, indicating tnat the reference is to an I/0
device and the instruction being executed is an I/O
instruction, cor MEMOKRY, indicating that the reference is to
nemory. "

In order to implement the algorithm in the flowchart, several internal

registers for storage of permanent and temporary values have been

created. These are illustrated in Figure 18 and are defined as
follows:



CALLING SEGUENCE : REF ( VADDR, MODE, LATA, RESET, DEVICE, TYPE)
VAODR = VIRTUAL ADDRESS 7O REFERENCE

MODE : READ, EXEZUTE, WRITE, CALL, Ok RETURN VAODR = [ a ] b [ ¢ 1 d }
DATA : DATA TC BE READ OR WRITTEN |
, ) r=— SEGND OFFSET
RESET = IF "RESET’, RESET Reff . IF¥ “IND",
THIS IS INDIRECT FETCH. T paTa = VR oT ] VA l

DEVICE= "CPU" OR 1/0 DEVICE NUMBER ( REQUESTER)

TYPE = "I1/C" CR " MEMORY" (0BJECT)

| VADDR. SEGNO —e-|YES

- DEVICE = "CPU"?
TPC
NC
]
)
OBR TABLE (DEV/CE}——eTDBR |
RING TABLE (DEVICE) Rcur—e=TRcur |
RING TABLE (CEVICE) Petf—e=TReft
VACOR, 0 —=OFFSET | YES /Zonn . " ingikEcT 10, | vAODR SEGNG —#=OFFSET
b NEX T "o e NEXT
1
L i
T
¥

TOBR. L —» [0ESC.L
TOBR. PA— DESC.PA

; i
& ;
Sy e no__{f7RaP — cuT oF BDUNDS
o e s i > ON CESCRIPTOR
&YES
[M( DESC.PA + OFFSET )—8~CESC |

b|__— TRAP — DIRECTED
? {
x CD:ESC' il TRAP# DT

5l

1A — 48,168

. Figure 17. SPM TFlowchart

76



MOC

“carl”

:

CESC.RI £ TRet! < 0ESC R3
AND DESC.E = "ON"?

NO

> YES
J

TRAP~ NO EXECUTE PERMISSION
OR NOT IN CALL BRACKET

1
<ossc. R2 < TRe't ?>"—°——@
;YES

YES
VADOR, OFFSET < DESC.CL ?

NO
r

| "RAP-QUT OF BOUNDS ON

| CALL LIMITER J
L=

<DESC‘R2-° RING TABLE (DEVICE). Reup)

"RETURN "

"Reap”
{TR:”

< DESC. R2 AND DESC R:="0ON'" ?

v

NO -

9
e YES
DEVICE : "CPU“AND VADGR SEGNO: TPC ? >__—_..

TRAP - NO'READ PERMISSION OR |
NOT N EXECUTE SRACKET

wriTe" T YES
lﬁﬂ_:—<: TRett € DESC, R' AND DESC.W: ON"?
{ NO

“TRAP — NO WRITE PERMISSICN OR

I NOT IN WRITE BRACKET
"EXECUTE;/ ———— VES
e DESC. RI STRe ft £ DESC R2 ANC DESC.E :'ON ?J)-—

NO

9

TRAP - NC CXECUTE PERMISSION OR
MOT IN EXECUTE BRACKET

—

<TPeH > TReur ?>J%s

ING

]

TRAP — INWARD
RETURN

:

i )]
[MAX (TRe!!, DESC.RI )~ RING TABLE i OEVICE) Reff!
MAX (TRef!, DESC R!)~—» TRet!

{

tneu —e RING TABLE (DEVICE ). Recur

3]

)

1A 48,168

Figure 17.

SPM Flowchart (Continued)

&%



"1 /0 TRA&P - 1 /0 INSTRUCTION
EXECUTED ON NON=- i/0
DESCRIPTOR

DIRECT 1/0 DESC.T ?

INDIRECT

m VAOOR .p:I VADOR. OFFSET
—~e=(OFFSET

VAODR . ¢ ——orrsa’.J

DESCR.PTOR L

1 i
VADDR 5 ——OFFSET]"p" ["a" | TRAP - LAST | [ vADOR. OFFSET ~-0F FSET|

| il 20 ] NOT DIRECT |
| | ok

/K VADCR .c —e=QF FSET | i
£ "y £ .

Ay 4~ NEXT . a7 Ye=>{ 0ESC L > OFFSET ? >

| : o ’ !
| - | ir.c
TRA®—NCN=1/0 . - 3

INSTRUCTION EXECUTING T4AP—QULT OF BOUNDS
CN 1/0 CESCRIPTOR ON SEGMENT

S —

b ’
o) TRAP —NQ ACCESS ! l DESC PA+ OFFSET —am ADDA ]
a2 CONTROL DESCRIPTCR T
FOUND

|y H
1 ( wooe > )

INITIATE 1/0 OPERATION ON DEVICE
. NAMED DESC. PD

nBA —e-GBR TABLE (DESC. PO ) “READ " =
Reur —e RING TABLE(DESC PD}. Hcur LABOR)=emOATA

- t
'
|

1 "EXECLTE " |
@ _._L M(AOCR)—e CATA }‘_E‘E_LE_aI [,

WwR TE TRAP — JIRECTEQ TRAP

[ OATA —a-M ( AODR] b
IN 'NOIRECT WORO

| AR

EON" —= 0ESC. M ]
MAX { DATA YR, TRett | —e=TRetf,

RING TABLE (OEVICE). Re!!

‘CN ' —e-DESC U

I hl WRITE CESC BACK INTO
2l MEMORY

=1

v
L]

Ry
e

Figure 17. SPM Flowchart (Concluded)

78



o
©
©
-
[
«

ADDR

GIFFSIET

TOBR

NEXT

TRatf

TRcur

TPC

OBR TABLE

RING TABLE

PHYSICAL ADORESS

OFFSET J
0/ 1
T P/A L ’
Ilbll/ ”c II/ Ild "
RING
RING
SEGND
DBR (CPU) T PA PoL
DEVICE # | T PA L &
DEVICE # 2 T PA oo
l ‘ i
l i |
| ! |
1
T PA i & I
CPU Reur Re i f
DEVICE # | Rcur Reff
} |
R ‘
] |
Recur Reff
RI|{R2|R3[R| E|W|u|MicC| PAOR PD L[CL folons
i

Figure 18. Internal SPM

9

Storage




[ RCF (PROSAAM COUNTER,"EXECUTE," INSTRUCTION, RESET” "CPU", " MEMORY ") ] z

\ /—JH NOM - MEMDRY REFEREN
T INSTRUCTICON 7 ) LAt

‘ CXECUTE IN srnucnoq

lmcneue‘.ur PROGRAM CDUNTER ]
REF {VADOR, D, '

L. ]
” Cos

CATARESET, "CPU "
DONE ’ l

YES = = T R g
m REF (VADOR,"READ. VADDR,"!ND,” "CPU. " MEMORY l_]

1 MEMORY
REFTRENCE

FORM YADGR FROM
YIRTUAL DEVICE MO. FCRW VADOR
FROM INSTRUCT 0N

INSTRUGTION ?

REF { VADDR,DATA, "READ', LoAD TRANTFER TEST CONDITIDNS
C, CPU ', " MEMCRY") ©TYPE | TYPE FOR TRANSFER
i : 1
1 | i
PERFCAM OPERATION ! TRANSFER ND tNCREMENT
ON DATA REDUIRED 7 PROGRAM COUNTER

5 | VIS
9
[ (MCREXENT PROGRAM counr:ﬂ | :
l l VADDR —e-PROGRAM COUNTER J

REF [VADOR ,DATA, "CALL,” O, cAlL
"CPU T, "MEMOAY ") STORE PERFOPM OPERATION
TYPE ON DATA
VADDR —mPROGRAM COUNTER J l[ 4

lner (VADOR, OATA,"WRITE" 0,"CPU "u:uonv")]

@ [INCREMENT PROGRAM COUNTER ]

REF { VADOR ,0ATA "RETURN ", RETURN
0,"CPU, "MEMORY")

A
t
? |

‘ . )
!

YADDR ——#=PROGRAM CCUNTERJ

OTHER
! TYPES

<)

Figure 19, Typical Instruction Loop

80



ADDR - tenporary register in which a physical memory address is
saved.

CFFSET - temporary register in which an offset into a page or
descriptor table is saved.

A - a flag that is set to TRUE when a descrictor has been
encountered with its A field set. 1If, after the final
descriptor fetch, this flag is still FALSE, a trap will be
generated.

IUBR - a register, structured like the -DBR, in which to
temporarily store the current DBr that applies to thne
reference. See Figure 7 for a descriction of the internal
fields.

TReff, Thcur - temporary holding registers for the value of Rcur
and rkeff used in this reference.

NEXT = hdas the walue “"p", "e¢", er "d",, imdiceting which portion
of VAULR 1is to be used as the next cffset into a descriptor
table or gage. :

TPC - tenporary storage for the segment number in which the
current instruction resides. This value is loaded with
VADDR.SEGNO at each KESET. Any subsequent read from memory
(until the next KESET) is allowed from this segment even
though there may be no explicit reac¢ permission.

LBk TABLE - is a table containing one DBR value for the CpPU and
each device currently active. This table may or may not‘
have a chysical realization as nemory internal to the SPi.

A new DBR is loaded into this table when an I/0 operation is
initiated on a device.

RING TABLE - is a table corresoonding to the DBK table that
contains the values of Reff and Rcur for the CPU and for
each active device. The values of Reff must be saved, in
addition to Rcur, because different devices may access
memory between requests to reset Reff for any one device.

DESC - is internal storage for a descriptor that has been fetched
from memory. The internal fields are described in Figure o
and rigure 12,

The algorithm represented by the flowchart makes the following
assumptions:

81



I/0 is mapped (see 3.1.2.2.1.2).

The same descriptor tree is used for both I/0 descriptors and
memory descriptors (see 3.1.2.3.2).

The Explicit names structure is used for I/0 (see 3.1.2.3.1.1)

Indirect addresses (virtual address pointers) contain ring number
and directed trap fields (see 3ly2:.1:2:2 and 6.3J.

The algorithm is not reentrant. This means that the 3P4 is not
interrupted by a reguest for another memory reference until OONE
has been reached.

The intended use of REF by the oprocessor in a typical instruction
cycle 1is illustrated in Figure 19. This figure is only meant to be
illustrative and does not restrict the implementation. An actual
processor instruction cycle may be somewhat different in the placement
of various tests and computations. Each call tc REF in this figure
represents either a memory reference or an I/0 device reference. Note
that the algorithm defining REF keeps track of Keff for each active
device. This allows an I/0 device access to memory at any time
between successive calls to REF in Figqure 19.

0.Y Switchable Field Widths

In 3.1.2.1.1 on address translation the requirement was stated that
the breakdown of the virtual address into fcur fields a,b,c,d be
carefully chosen to be optimal for the intended application. Since it
may be undesirable to construct nardware best suited for only one
application, an optional implementation can allow for more than one
specific breakdown of the virtual address into four fields. For
example. the optimal segment size for one application may be 2048
words, whereas the most useful segment size for another application
may be 128 words. The change from one interpretation of virtual
address to another can be implemented through the use of switches or
jumpers, or more dynamically in software through the setting of
certain modes in the SPM or use of special fields in the descriptors
or DBR. In general, only a small number (two or three) choices of
virtual address breakdown need be available to handle all foreseeable
applications.

0.10 Stack Base Register
In 3.1.2.1.6.1 the call order was discussed, with some references to
its use. Normally, non-gate orocedures with an execute bracket of

more than one ring (i.e., Rl # R2 and R2 = K3) must be structured so
that they will execute properly in any of the rings from which they
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are entered. Since, in a multi-ring environment there must be a
separate stack segment for each ring, there is a regquirement that such
procedures must obtain tne address of the stack segment before
beginning execution. This requirement is easily satisfied in software
by defining a standardized calling sequence that provides the stack
segment number in some register. The called prccedure can safely
oelieve that this register truly points to the proper stack seament
because the caller, who provided the value, is running in the sane
ring as the called procedure.

If the procedure is a gate, and it is called frcm above R2, tken the
value of such a stack segment number cannct ce believed because tne
caller was running in a higher ring and might try to scoof the gate
procedure into using the wrong stack. However, the stack numper 1is
not really reguired in this case because the called procedure can
assume that it is always executing at RZ2 when entered at its gate
entry. (There is an assumption that k1 = R2 or that, by convention,
software does not enter a gate procedure unless the current ring is k2
or greater.) Generally, when the current ring is Xnown, the stack
segment number can easily be adetermined’by convention (e.a., tane stack
segment number for ring N is N).

A problem arises, though, when programming generality dictates that a
gate procedure be programmed indepvendent of the ring in which it is to
ce run. Another reguirement for generality may be that a date
procedure be entered at the same location, via the call order, from
any ring between Rl and R3. 1In order for such a procedure to find 1its
stack, it must first determine from which ring it was called. If it
was called from within its execute bracket, a register can be
believed. If it was called from above K2, the stack is that for K2.
The difficulty here is that computation of the stack address must take
place on every call, and must not require use of temporary storage
(i.e., the stack). Also, the fact that the value of the stack address
for K2 must be programmed into the orocedure makes the procedure
devendent on the virtual address of a given segment. JMoreover, it 1is
difficult, when writing in a higher level language, to require that
the intended ring of execution be specified to the compiler.

The problem is easily solved through the use of a simple SPM feature.
Ucon reguest, or pernaps automatically at every call, the SP¥ would
create a virtual address pointer to the stack by using the current
ring number as the segment nunber (or by some similar simple
transformation), and load that pointer into a register through which
software can indirect. In such a structure, all procedures could
assune, for example, tnat a given register always points to tne base
of tnhe stack for the current ring, regardless of which ring they were
entered from.
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A more general variant cof this feature, required for multiple
execution points within a process, is an SPM-maintained stack base
register. Instead of simply using the current ring number to find the
stack, the stack base register provides the base address of a set of
stack segments. The current ring number is added to (or concatenated
with) the stack base register to find the right stack segment. The
stack base register itself is set by the kernel and is a function of

which of several execution points for the current grocess is being
invoked.

06.11 Ring Alarm Register

In a rmulti-ring environment each ring has a set of asynchronous
interrupts that it has set up, such as timers or external devices.
The interrupt vector, and the interrupts themselves, are all nandled
by the kernel. However, if the interrupt is one that is of interest
to the outer ring, the kernel must invoke the appropriate outer ring
interrugt handler. This is no problem if the interrupt occurs while
the process is executing in that outer ring, since in that case the
Xernel can simply invoke the proper procedure and save the state
information so that the outer ring will appear to have been
asynchronously interrupted.

If the interrupt occurs while the process is executing in the kernel
ring, particularly while in some kernel procedure that may not be
interrupted arbitrarily, the actual interrupt must be deferred until
the kernel is finished and ready to return to the outer ring. An
unsatisfactory solution would be to defer interrupts while in the
kernel using the hardware interrupt innhibit feature. (Hardware
interrupt innibit should only be used in parts of kernel interrupt
hanalers ana other critical kernel code.) The software solution is to
renmember that the interrupt occurred, and then, just bef¥ore returning
to the outer ring, check 1if any interrupt handlers should be invoked.

This procedure makes kernel calls indivisible from the outer ring's
coint of view.
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The software solution has problems due to extra overhead at each
return, and timing problems. The problem is more difficult if the
interrupt is not for the ring to which the kernel is returning, but
for an outer ring (e.g., an interrudt to be handled by ring 3 that
occurs during ring U). A very simple hardware feature solves the
problem. A ring alarm register, maintained by the SPM, 1s loaded by
the software interrupt handler when an interrupt occurs to which an
outer ring is to respond. The number that is loaded is the ring that
1s to handle the interrugt. The 5P4 simply compares this ring nuaber
to the ring being returned to on 2ll return orders and generates a
ring alarm trap wnenever the ring being returned to is Jgreater than or
equal to the ring alarm register. The ring alarm trap nandler can
then easily invoke the proper interrugt handler in the outer ring.
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10.0 Appendix
l1u.l1 Interconnection Unit
16.1.1 Intersystem Geometry

The connection of the secure communications processor to a host
crocessor through an Interconnection Unit (IU) 1is shown in Figure 2vu.
Un the communications orocessor side the IU is addressable as absolute
memory and as a I/0 device. #Wwhen addressed as absolute memory it may
ce the source or sink for date flow from an .I/0 device. Where
addressed as an 1/0 device, it may be set to various operating modes
oy the secure communications wrocessor. If it is deemed necessary in
a particular aozplication, the range of absolute addresses assigned to
the IU may be subdivided, andé a connection path to tie host processor
implemented for each subdivision. E£ach such subdivision would be
reguired to respond to its own I/O nane.

10.1.2 Internal Geometry

A fuhctional diagram of a connection path in the IU is shown in Figqure
2l. This diagram is not intended to constrain the implementation of
an IU. The format adapter is intended to match the formats of the
secure communications system and the host svstem. The storage element
would contain state or mode information provided by the secure
communica<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>